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A controlled bidirectional quantum secret direct communication scheme is proposed by using a Greenberger—
Horne—Zeilinger (GHZ) state. In the scheme, two users can exchange their secret messages simultaneously with
a set of devices under the control of a third party. The security of the scheme is analysed and confirmed.

PACS: 03.67. Hk, 03. 65. Ud

Based on physical laws instead of mathemati-
cal complexities, communication with perfect secrecy
could be guaranteed over an insecure channel in Ver-
nam’s sense of a one-time pad, which is known as
quantum cryptography. Conventionally, the prob-
lem reduces to the so-called quantum key distribution
(QKD), which is an ingenious application of quantum
In the QKD scheme, two remote legiti-
mate users (Alice and Bob) establish a shared secret
key through the transmission of quantum signals. Af-
ter the pioneering work of Bennett and Brassard in
1984, i.e. the well-known BB84 protocol,!! a variety
of quantum secret communication protocols have been
proposed (for a review see Ref. [2]).

Recently, a new concept in quantum cryptography,
quantum secure direct communication (QSDC), was
proposed,[5~13:23] which permits messages to be com-
municated directly without first establishing a random
key to encrypt them. Bostroem and Felbinger pro-
posed the so-called ping-pong protocol,[l which al-
lows the encoded bit to be decoded instantaneously
in each respective transmission run. Unfortunately,
it was proved that it is not completely secure.['4—16]
Deng et al.l5] have proposed a two-step quantum di-
rect communication protocol by using an Einstein—
Podolsky—Rosen (EPR) pair. Subsequently, the secure
bidirectional quantum direct communication (BQDC)
idea and theoretical schemes were proposed.[17—20]
Nguyen('8] proposed a quantum dialogue scheme that
enables both legitimate parties to exchange their se-
cret messages in a direct way. Jin et al.'®! proposed a
three-party simultaneous QSDC scheme by using the
Greenberger—Horne—Zeilinger (GHZ) states. These
BQDC protocols allow two legitimate users simulta-
neously exchange their different secret messages in a
set of communication device.

In this Letter, we present a bidirectional quantum
secret direct communication protocol with a control
by the third party. Consider the following scenario.
The administrative personnel of the server, Charlie,
wishes to control the secret correspondence between
the users. This means that if and only if Charlie gives

mechanics.

her permission (that is, Charlie is trustworthy and co-
operative), the users can obtain the secret messages
of the counterpart. Meanwhile, the communication
between the users should be carried out in a secret
manner in the sense that the secret contents of the
communication should be kept to be secret to the con-
troller. What can they do? The following proposed
scheme suits this task.

Before giving our controlled bidirectional quan-
tum direct Communication (CBQDC) protocol, we
first introduce the idea of the GHZ state dense coding
briefly.24 Dense coding using three particle entangled
states has been proposed by Lee et al.l2!l The eight
GHZ entangled state can be expressed as follows:
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By performing single-particle unitary operations on
any two of the three particles, one can change from
one GHZ state to another, which will be shown sub-
sequently. The unitary operations are the product of
the Pauli and identity matrices: I,0,,i0y,0.. Here
we assign each unitary operation with two-bit classi-
cal information, say, I to (0, 0), o to (0, 1), o, to (1,
0), ioy to (1, 1).

Now let us turn to depict our controlled bidirec-
tional quantum direct communication protocol. Sup-

* Supported by the National Natural Science Foundation of China under Grant Nos 10534030 and 10304022.

** Email: manzhongxiao@163.com

(©2006 Chinese Physical Society and IOP Publishing Ltd



No.7

MAN Zhong-Xiao et al.

1681

pose that the users, say, Alice and Bob, want to com-
municate with each other simultaneously under the
control of the controller Charlie. Firstly Charlie pre-
pares an order of N three-particle GHZ states. Each
of the three-particle states is in the form

1
V2

We denote the order-N three-particle qubits with
{[PI(A)’PI(B)a PI(C)]a [P2(A)7P2(B)7P2(C)]v T
[Pn(A), Pn(B), Pn(C)]}, where the subscript indi-
cates the order of each three-particle in the sequence;
and A, B,C represents the three particles of each
state, respectively. Then the scheme proceeds as fol-
lows.

(S1) Charlie particle
state to form an ordered partner photon se-
quence [Pi(A),Py(A), -+, Pn(A)], called sequence
A. The remaining partner photons compose se-
quence B, [Py(B), P»(B),- -, Py(B)] and sequence C,
[P1(C), Py(C), -+, Pn(C)]. Then she sends sequences
A and B to Alice and Bob respectively, and keeps se-
quence C' at her own site.

(S2) Alice and Bob confirm Charlie that they have
received sequence A and B, respectively. To check
if there is eavesdropping in the line, the three par-
ticipants can carry out the following security check-
ing process, which we call the first security checking.
First, Alice (any one of the two parties Alice and Bob:
we say Alice) selects randomly a sufficiently large sub-
set from sequence A and make either o, or o, mea-
surement on them. Then she announces the positions
of these particles and the kind of measurement she has
made. With this information, Bob and Charlie make
the same measurement as Alice on the corresponding
particles in sequences B and C, respectively. Then
the controller Charlie publishes her measurement out-
come firstly. Since the GHZ state they prepared is
|th1), which can be written in two bases as follows:

Y1) = —=(|000) apc + [111) apc). (2)

takes one from each

[¢1) = %(|000>ABC + |11 apc)
= 24040+ Hmo+ |~ s +1)a
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1 1
where |+) = \/—§(|0> + 1)) and |—) = ﬁ(m) —[1)).

If no eavesdropping exists, their outcomes must be
correlated: i.e., if Alice gets |0) (|/1)), then the mea-
surement outcomes of Bob and Charlie must also be
[0) (|1)) when they choose their measurements along
the z direction, or if Alice obtains |+) (|]—)), then the
measurement results of Bob and Charlie must be the
same (opposite) if the operation o, has been chosen.
Through the comparison between them, if the error
rate exceeds the threshold, they have to abort the

communication. Otherwise they continue to execute
the next step.

(S3) Based on the secret messages they want to
send to the counterpart, Alice and Bob perform the
unitary operations on the remaining particle, respec-
tively. For the secure communication, Alice and Bob
should prepare a sufficient number of single parti-
cles, which we call the checking particles, in one of
the four quantum states that constitute two bases

{10),11)} and {|+),[=)}, where [+) = %(I@ +11)

1
and |—) = —=(]|0) — |1)). Then Alice and Bob mix
2

these checking particles with sequences A and B, re-
spectively, and send them together to Charlie sequen-
tially.

(S4) After receiving Charlie’s confirmation of re-
ceiving their particles, Alice and Bob tell Charlie the
position and the preparation bases of the checking par-
ticles. Then Charlie measures the checking particles
in those bases and compares the outcome with Alice
and Bob publicly. If the error rate exceeds the thresh-
old, they have to abort the communication. Under the
condition of safe channel, they go to the next step.

(S5) Charlie performs the GHZ basis measurement
on particles in sequence A, B, and C'. The measure-
ment outcomes suffice Alice and Bob to extract the
secret messages of the counterpart as shown in Table
1, thus these parameters hold by Charlie can control
the communication of Alice and Bob. If Charlie wants
to let Alice and Bob communicate, she can announce
these measurement information publicly.

Table 1. Corresponding relations between Bob’s and Alice’s
unitary operations and Charlie’s GHZ basis measurement re-

sults on the three particles. Bob’s (Alice’s) unitary operations
are listed in the first row (column).

I oy Oz 1oy

I U1y |¥2)  |[¥s)  |ve)

o Y2)  |¥1)  |ve)  |¥s)
on  |¥3)  |Ya)  |[¥r)  |¥s)
ioy  |tha)  |s)  ls)  |r)

This concludes the description of our con-
trolled bidirectional quantum direct communication
(CBQDC) scheme. We now explicitly analyse the
proposed protocol described above. Suppose Alice
encodes two bits classical information 01 on the ith
particle of sequence A, i.e. P;(A), by performing the
unitary operation o,, while Bob encodes 11 in the
corresponding particle P;(B) by an unitary operation
toy. It can be verified that with Alice and Bob’s
operations, the initial three-particle GHZ state |¢1)
has been transformed into the state |¢)3). Therefore,
when Charlie makes a GHZ basis measurement and
publishes this measurement result, Alice can deduce
Bob’s operation ioy, i.e. the secret messages 01, since
she herself has performed an operation o, on one of
the three particles (Table 1). Similarly, Bob can also
conclude Alice’s operation and the secret messages she
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wants to send.

Next, we analyse the security of the scheme. In
the present scheme, one of the entangled particles is
always kept in the sender’s site, which is just like the
BBM92 QKD protocol.l??! As the secret information
is encoded in the whole entangled state, Eve cannot
obtain useful information if she just obtains a part of
the entangled state. As one can see, in the scheme,
there are two eavesdropping checking processes that
can be considered. After Charlie sends the particle
sequences A and B to Alice and Bob, respectively,
the first checking process is implemented. Firstly, we
consider the ‘intercept-and-resend’ attack, i.e. Eve in-
tercepts all of the travelling particles and send the fake
particles of her prepared GHZ state to the receivers.
When Alice announces the information of the position
and the measurement basis of the sampling particles,
Eve then measures the corresponding fake particles in
the publishing basis. However, this attack actually cut
off the entanglement between Charlie and Alice, and
between Charlie and Bob. Hence, when they make
the measurements in the randomly chosen bases and
compare the measurement outcomes, this attack can
be detected. Alternatively, Eve can let a system of her
probe entangle with the travelling particles seeking to
acquire partial information when the particles travel
back. However, this strategy would introduce the er-
ror rate which can be detected by the error analysis
in the first security checking. After the encoding op-
eration, the particles be send back to Charlie. In this
transmission run, Eve can make the denial-of-service
attack.4] However, in the scheme, we have the second
checking process. The users mix the encoding parti-
cles with checking particles which was prepared ran-
domly in two bases and send them to Charlie together.
Since Eve cannot distinguish the checking particles
from the particle block, this attack can be detected
by the measurement and comparison of the checking
particles. Since the present QSDC scheme includes
a control of the third party, besides considering the
eavesdropping of a outsider Eve we should consider
the dishonesty of the controller. In the first security
checking process, we let Alice (or Bob) rather than
Charlie select the checking subset and decide the mea-
surement bases. After measuring the particles of the
checking subset, we let Charlie publish the measure-
ment results firstly. Therefore, with the correlation
of the three particles of the three-partite GHZ state,
both eavesdroppings of insider and outsider Eve can
be detected.

The proposed scheme has several advantages com-
pared to the schemes proposed previously. Firstly, in
our scheme, two legitimate parties can simultaneously
exchange their secret messages with a set of devices,

which is more efficient and economic. Secondly, com-
pared to the two-particle Bell state, a three-particle
GHZ state can be encoded with four bits of classical
information each time with two encoding unitary oper-
ations performed on two qubits, which is a character-
istic signature of the superdense coding. Lastly, the
sender transmits a block of the particle each round;
hence once the channel is detected safely, the residual
ones can be used as the information carrier.

In conclusion, we have proposed a quantum pro-
tocol for two legitimate parties to simultaneously ex-
change their secret messages with the control of a third
party. Though the controller holds the necessary infor-
mation for the users to communicate, he/she cannot
obtain the useful secret messages. On the other hand,
without the controlled parameters, the users cannot
realize the communication anyway. The security of
the protocol is also discussed.
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