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Recently, a novel kind of quantum key distribution called the round-robin differential phase-shift (RRDPS)
protocol was proposed, which bounds the amount of leakage without monitoring signal disturbance. The protocol
can be implemented by a weak coherent source. The security of this protocol with a simply characterized source
has been proved. The application of a common phase shift can improve the secret key rate of the protocol. In
practice, the randomized phase is discrete and the secret key rate is deviated from the continuous case. In this
study, we analyze security of the RRDPS protocol with discrete-phase-randomized coherent state source and
bound the secret key rate. We fix the length of each packet at 32 and 64, then simulate the secret key rates of the
RRDPS protocol with discrete-phase randomization and continuous-phase randomization. Our simulation results
show that the performance of the discrete-phase randomization case is close to the continuous counterpart with
only a small number of discrete phases. The research is practically valuable for experimental implementation.

PACS: 03.67.Dd, 03.67.Hk, 42.50.Ex

Quantum key distribution enables two authenti-
cated users (typically called Alice and Bob) to share a
common string of bits, secret key.l''? Secure keys can
be used for secure communication and authentication.
The security of the secret key has been proven to be
unconditional, guaranteed by the laws of physics.[> !
In the conventional QKD system, error correction and
privacy amplification are both estimated from error
rate, which lead to an upper bound of the bit error
rate, limiting the application of quantum key distri-
bution systems.

Recently, a round-robin different phase-shift
(RRDPS) protocol was proposed.l’) Tt has been im-
plemented using readily available optical tools!” "]
and has also attracted intensive attention from theo-
retical works.[''~'* Tt has also been used to develop
a QKD-based quantum private query without a fail-
ure probability.l'”! There is obvious indication that the
RRDPS protocol is largely insensitive to multi-photon
states. This allows communication parties to transmit
much brighter states obtaining higher communication
rate and longer distance.

In conventional protocols, the security often relies
on several assumptions, one of which is that Alice has
a perfect single photon source. Due to the great chal-
lenge to build a perfect single photon source, the co-
herent state source becomes the most common photon
source for state-of-art quantum key distribution. The
assumption of a single photon source can be removed
at the cost of introducing another assumption: the
phase of each signal is uniformly random. In practice,
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the assumption of continuous phase randomization
may be dissatisfactory in practical implementations.
In conventional protocols, there are valid attacks steal-
ing key information the users cannot discover.!'0~ 1%l

To connect theory with practice, several ap-
proaches have been proposed. In practical implemen-
tation, there are two means randomizing the phase:
passive and active. In the passive process, pulses are
generated by switching a laser on or off. Due to resid-
ual correlation between the phases of adjacent pulses,
this approach should be avoided.['”] As for the active
process, Alice should modulate the global phase of
each signal with an extra random value using phase
modulator to implement phase randomization. How-
ever, the phase can only be modulated discretely. A
recent work suggests that with a global phase chosen
from a small number of possible values, security can
also be achieved in the BB84 protocol.[*']

Like the existing QKD protocol, the RRDPS pro-
tocol can be implemented simply by a weak coher-
ent laser pulse train as a light source. The security
proof adopts the source with a simple characterization
about the total photon number in a packet. Applying
a common phase shift to a packet, the key rate can be
improved. In some practical quantum systems, con-
tinuous phase randomization may not be satisfied in
implementations. When the phase is not continuously
randomized, the secret key rate of generating the se-
cure key may deviate from the continuous case. It is
still a question to analyze the security of the RRDPS
protocol with discrete-phase randomization.

*Supported by the National Basic Research Program of China under Grant No 2013CB338002, and the National Natural Science

Foundation of China under Grant Nos 11304397 and 61505261.

**Corresponding author. Email: 2010thzz@sina.com
(© 2017 Chinese Physical Society and IOP Publishing Ltd

080302-1


http://cpl.iphy.ac.cn
http://www.cps-net.org.cn
http://www.iop.org

CHIN.PHYS.LETT. Vol. 34, No.8(2017) 080302

In this Letter, considering the essence of the
RRDPS protocol, we analyze the phase error rate of
the RRDPS protocol using discrete-phase-randomized
coherent states and provide a rigorous bound on the
key rate without monitoring the disturbance. We
show that as the number of discrete phases increases,
secure key rate of discrete-phase-randomized source
approaches that of the continuous one. In simulation,
for only 4 phases, with typical parameters the secret
key rate can be close to the continuous phase random-
ized case. Our result can be directly applied to the im-
plementation of the RRDPS protocol, since coherent
states are a major source of current experiment.

In the RRDPS protocol, we employ a train of
pulses with block-wise phase randomization and uti-
lize the relative phases between two pulses in a packet,
and one of them is delayed by an optical line. Despite
this notable simplicity in the implementation, because
of the non-deterministic collapse of a wavefunction in
a quantum measurement, it has been expected that
the protocol should be robust against many strong
attacks by eavesdroppers. Since secret keys are en-
coding on every pair of pulses and the whole train of
pulses is linked together by the phase relations, they
are not used for eavesdroppers to work on each pulse
separately and security of the protocol is guaranteed.

The ideal round-robin differential phase-shift pro-
tocol proceeds as follows: (1) Alice generates a ran-
dom L-bit string s = (sg, $1,-.-,5L-1), Sn € {0,1},
n € {0,1,...L — 1}, and sends Bob the following en-
coded signal

S
Z D In),

where |n) denotes that the photon is in the nth pulse.
(2) After the possible intervention of an eavesdrop-
per, Bob receives the weak signal. Generating a ran-
dom value r € {1,...L — 1}, through an optical in-
terference measurement, Bob determines the phase
difference s; © s; of a pair of pulses with indices
1,7 € {0,1,... L — 1} satisfying j — ¢ = £r(modL).
The outcome of the measurement is recorded as the
sifted key sg of Bob. (3) Through an authenticated
classical channel, Bob announces {7, j} to Alice, then
Alice records sp = s; & s; as her sifted key bit. (4)
Alice and Bob repeat steps 1-3 to accumulate enough
sifted key. Communicating on an authenticated classi-
cal channel, they perform error correction and privacy
amplification on the sifted key to extract the final se-
cure key.

Coherent state source is the major candidate of
perfect single photon source in current technology.
Coherent state can be described byl[*!]

my:5¥ﬁ§:§%my

When we assume that the phase of each pulse is
totally randomized, the photon number of each pulse

follows a Poisson distribution. The density matrix of
a coherent state with intensity p can be given by

oo Hn
=S
n=0

where |0)(0| refers to the vacuum state, and |n)(n|
stands for the density matrix of n-photon state.

Consider a coherent state source with discrete
phase chosen from the set as follows:

2
w<—lﬁu_o1

_ 1}7

where the phases are distributed in [0,27) evenly.
Then the mixed state can be decomposed into a set of
pure states,!>"]
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where the phase of coherent state v/2a is controlled by
a quantum coin, |n), can be seen as random outputs
of a quantum coin, and |\,)p is pure states

N-1
I/\’ﬂ> — Z €—2knﬂi/N|€2krri/N\/§a>
k=0

fo%e) (\/ia)lN+n

2 N ) N +n). (1)

By this decomposition, the Hilbert space is divided
into different number Fock state spaces, Hgy mod N P
Himod N @ .- ® HN_1) mod n- We hope that one
of these pure states can be closed to a single-photon
state.["]

Due to the quick increase of y/(IN + n)! when N is
large, it is obvious that |A,) can approximate a Fock
state. When N approaches infinity, |A,) becomes a
Fock state, |\,) = |n). With N discrete phases, the
probability of n-photon state can be calculated by

P(N i lN+ne [L’
— (IN +n)!
where p = 2|a? is the intensity of each small pulse.
It can be seen as the probability summation of Fock
states whose photon numbers are n module N. When
N approaches infinity, it follows a Poisson distribu-
tion.

A practical schematic diagram of the RRDPS pro-
tocol using coherent state source is shown in Fig. 1. In
the stage of state preparation, Alice prepares the co-
herent state with random phase modulated by the first
phase modulator, namely, adding a random phase on
each pulse train. Then, Alice encodes random phase
0 or 7 on each pulse via the second phase modulator.
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Fig. 1. Schematic diagram for the RRDPS protocol with

coherent states. PM, phase modulator; VA, variable at-
tenuator. Here, PM1 realizes phase randomization, which
means to add a random phase on each pulse train, and
PM2 is used for encoding random phase 0 or 7 on each
pulse.

Alice generates coherent-state pulses with phase
¢n = TSy + ¢, where ¢ is a common random optical
phase shift to all the L pulses in the same packet to
improve the security key rate in the actual protocol.
Here s = (s, S1,...,85—1) is random L-bit sequence.
With intensity a(o > 0), Alice generates the follow-
ing encoded signal |¢)) and sends to Bob through an
insecure quantum channel,

[9) = |ae'®) @ |ae) @ ... ® |ae’®r-1)

_®n 0 |ael¢n>

From there, they communicate in the same way as
the ideal scheme.

In the RRDPS protocol, the random bit sequence
s = (so,81,.-.,85—1) can be seen as outcome of Z-
basis ({|0),|1)}). For each train, Alice prepares L an-
cillary qubits and an L-pulse state |¢)) in an entangled
state

) atee =272 @F20 Y [se) (1) ),

SkZO,l

where ny is the photon number operator for the kth
pulse, and |sg) is the kth ancillary qubit. The mea-
surement outcomes of the L ancillary qubits in the
Z basis can be regarded as random bits to construct
secret key bits. When Alice measures the L ancil-
lary qubits in the X basis ({|+),|—)}), where |£) =
2-1/2(]0) £ [1)), the possibility of qubits found in |—)
is defined to be the phase error rate. It is determined
by the number of photons contained in this pulse. If
a pulse contains an odd number of photons, it has a
phase error. Hence the number of |—) is no more than
the total photon number.

One of the most important tasks in the security
proof is to derive an upper bound on the information
leakage to the eavesdropper, which means phase error
rate. The phase error rate in the RRDPS protocol
only relies on the state preparation. Generally speak-
ing, it is equal to the probability of finding an odd
number of photons in a pulse.

Without the random optical phase shift of each
packet, the phase error rate is defined as!’!

€src €src Uth
="t ( Q/L—1

where @) is the rate of detection. The total photon
number v in a packet satisfies P(v > vn) < €gpes
where vy, is an integer less than (L —1)/2 and eg.
is a constant.

The cost of error correction is f - h(epit), where
f is the efficiency of error correction and h(z) =
—zlog(z) — (1 — x)log(l — ) is the binary Shannon
entropy function. The secret key rate is given by

R=

h\@

[1 = f - h(ebit) — h(epn)]-

When the random optical phase is continuous, the
coherence among different photon-number states is
eliminated, and the quantum state emitted can be
seen as a classical mixture of state with fixed photon
numbers. Then the key rate can be improved tol”!

(1 ()

In the scheme with discrete-phase-randomized co-
herent state source, |A;)(i = 0,1,..., N — 1) contains
the Fock states whose photon numbers of modulo, N,
are the same as 4, and it becomes close to i-photon
state when N is large, |\;) = |i).

Borrowing the security analysis of Gottesman—Lo—
Lutkenhaus-Preskill (GLLP),?) an imperfect source
may tag some of the qubits and may reveal some infor-
mation to an eavesdropper. Supposing that a fraction
A of qubits are tagged, Eve may completely know the
key bits of the tagged part and know slightly about
the rest.

Then, packets with the total photon number v
satisfying the form of P(v > wy,) can be consid-
ered as tagged by Alice and completely known by
Eve. Here A consists of two parts in the scheme with
a discrete-phase-randomized coherent state source,

> PN (Lp) and St PR (Lu),
V>Vth
min{{[IN + v > wvy,} is the minimum value causing
IN + v > vgn.

The former part refers to the summation of pure
states [A\;)(i = 0,1,..., N — 1) with subscript greater
than vy, and in these pure states all the Fock states
contain photons greater than vy,. The latter part de-
notes the summation of Fock states belonging to pure
states |\;)(¢ =0,1,..., N —1) with subscript less than
vgn, but containing photons greater than vy,

Vth N
A= 3 P+ >0 PR, (L)
V>Vth
PO (L) + 30" PR (L)

Vth
:1_211 0
Vth
=1-3"" (PN )(Lu) PN (tw). (2

v=0

Q

E=7

1- f h(eblt)

where [ =

Treating the untagged qubits as eg,c = 0, the secure
final key of discrete-phase-randomized scheme can be
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extracted at the asymptotic rate

R= %[1 — f - h(epi) — Ah(eggmgged)

= (1= A)h(epy e
Q

=2[1=f hlew) —a-(1- A)h(LUihl)}, (3)

where ) and ep;; are the overall gain and quantum
key error rate, respectively, and can be measured in
experiments.

In our simulation, we adopt a widely used simula-
tion model for QKD. The yield of i-photon state, Y,
comes from background and signals, and can be given
by['_)fi] ‘

Yi=1-(1-Yo)(1-7),

where Yj is the background depending on the length of
each packet L and background noise in each pulse g,
and becomes 1 — (1 — yo)L. The relationship between
the transmission distance D and the overall transmit-
tance 7 satisfies
n=10"P/ 0,
where g, is the detection efficiency, and « is the loss
coefficient.
The bit error rate of the ¢-photon state is given by

_eYotea(1-Yo)(1—(1-n)")
€; = Y 3

where the error rate of the background eg is 0.5, and a
constant eq characterizes the stability of the quantum
system. Then the overall gain when using discrete-
phase-randomized coherent state source is given by

N
Qo= Y PV (Lp)Y;

7=0
N—-1 oo IN+j
_ (Lp) e
- ]Z::o ; (IN +j)! |
— (1=Yp)(1 —n)’]. (4)

EryQry = Z PJ'(N)(LN)GJ’YJ

+ea(l-Yo)(L—(L=n))].  (5)

Based on the above formulas, using the data listed in
Table 1, we simulate various cases of phase number
N and compare the maximum transmission distance
of each case. The length of each packet is fixed at 32
and 64, respectively. The rates are optimized over the
choice of vy, and the mean photon number .

Table 1. Parameters of a typical QKD systern.[“] Here «is the
channel loss coefficient, npep is the detection efficiency of Bob,
yo is the background noise in each pulse, and eq characterizes
the stability of the quantum system.

Experiment o eq nd Yo f
GYS 0.2 0.033 0.045 1.7 x 1076 1.2
10—+
[}
2 105
e
2
g
A 10-6F
s
2 N=1
5 ——N=2
o 10 N=3
N=4
*  Continuous
10-3¢

10 20 30 10 50 60 70

Transmission distance (km)
Fig. 2. Key rates versus the transmission distance for dif-
ferent numbers of random phase (N) when the length of
each packet is 32. The solid lines from right to left cor-
respond to the cases without random phase shift and N
from 1 to 4, respectively. The case of N = 1 refers to
the no phase randomization case. The asterisk line is the
continuous phase randomization case.
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Fig. 3. Key rates versus the transmission distance for dif-
ferent numbers of random phase (N) when the length of
each packet is 64. The solid lines from right to left cor-
respond to the cases without random phase shift and N
from 1 to 5, respectively.

The simulation results are shown in Figs.2 and
3. When N is small, the secret key rate is less than
that of the continuous case. The smaller the num-
ber of discrete phase N is, the larger the deviation is.
Thus it is important to determine the need of phase
before practical implementation. Since the amount
of leaked information is bounded during the state-
preparation stage, it is quite related to the length of
each packet. The need of discrete phase is connected
with the length of packet. As shown by the curves,
when the length is fixed at 32, we can see that with
four random phases, the performance of discrete phase
randomization is close to that of the continuous case.

In conclusion, considering the essence of the
protocol, we have analyzed the application of
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discrete-phase-randomized coherent state source in
the RRDPS protocol. With our simulation results,
when the length of each packet is 32, only 4 random
phases are needed for the discrete phase randomiza-
tion, and the security key rate is close to the continu-
ous case. Since two bits of random numbers per pulse,
which gives 22 = 4 possible phases, are enough, our
scheme is highly practical. We note that a feasible so-
lution of phase-randomized under current technology
is offered. When the length of each packet is different,
the need of discrete phases is also different. Compared
with the BB84 protocol, the number of discrete phase
needed is much fewer in the RRDPS protocol.
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