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Smart Rewiring: Improving Network Robustness Faster *
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Previous work puts forward a random edge rewiring method which is capable of improving the network robustness
noticeably, while it lacks further discussions about how to improve the robustness faster. In this study, the detailed
analysis of the structures of improved networks show that regenerating the edges between high-degree nodes can
enhance the robustness against a targeted attack. Therefore, we propose a novel rewiring strategy based on
regenerating more edges between high-degree nodes, called smart rewiring, which could speed up the increase of
the robustness index effectively. The smart rewiring method also explains why positive degree-degree correlation

could enhance network robustness.

PACS: 89.75.Fb, 89.75.Hc, 89.75.Kd

Recently, the focus of modern network science
shifts to find the basic universal principles that gov-
ern how structural properties of complex networks in-
fluence its functionalities, such as virus spread,!'! ru-
mor spread,”) random walker,”] synchronization!*!
and controllability.l>”] With the widespread use of
infrastructure networks in daily life, i.e., electric
power grids,[®! transportation systems,!”) communi-
cation networks!'’! and the internet,!''! maintaining
their efficiency is a matter of the utmost impor-
tance. However, the networked systems are always
confronted with the potential risks of node attacks or
failure, due to the fact that the destruction of a few in-
dividuals affects the normal functions of networks and
systems. In particular, cascading failure and inten-
tional attacks can easily damage its functions, such
as network controllability!'>~ " and connectivity.!'"!
Researchers have realized that simple modifications
of the network topology, such as the connection pat-
tern of nodes through links, have been shown to be an
effective way to increase the robustness of connectiv-
ity under node or link attacks.['"~2°] However, these
methods improve network robustness by random edge
rewiring, which could cause a great deal of extra cost
to increase the robustness. Hence, we need to find a
smart rewiring method to speed up the increased rate
of robustness rather than random edge rewiring.

In real systems, when a fraction of power stations
in the electricity network is malfunctioning due to ei-
ther node cascade failures or malicious attacks, the
whole network may be paralyzed due to the fact that
it is broken into several isolated parts. Therefore, the
robustness of networks means that it has the ability
to mitigate the damage of connectivity so that it still
has considerable connected components in the network
after several malicious attacks. To avoid such a dra-
matic break-down and to reduce the fragility of com-
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plex networks, a procedure proposed by Schneider et
al.'"] successfully optimizes the robustness of a net-
work against malicious attacks by exchanging only a
small number of links. We also use the robustness in-
dex R to assess the evolution of connectivity with the
node removal, which is defined as

R= Y sla), 1)

qg=1/N

where s(q) is the fraction of the largest strong con-
nected component in the remaining network after re-
moving ¢ X N nodes by malicious attack. We monitor
the size of the largest strong connected component to
estimate how the network function gets destroyed af-
ter some ‘important’ nodes are removed step by step.
Although there are many methods to measure the ‘im-
portance’ of nodes, we choose the most used maximal
degree as the measure of node importance. Malicious
attack means that the most important node is deleted
at each attack step. Therefore, the largest strong con-
nected component in the remaining network can eval-
uate the network robustness. If R is larger, it means
that the network is more robust. The range of possible
R values is between 0 and 0.5. When R = 0, it means
that all the nodes in the network are completely iso-
lated after removing the first important nodes, such as
in the star network. If R = 0.5, it must meet two con-
ditions: (i) the original network approaches to fully
connected; (ii) the network only increases one isolated
node at each attack step (only removing one node).
Thus R=1/NY,_ yq=1/N(1/N+...+ N/N) =
(N+1)/2N = 0.5.

To optimize the network robustness R, we use a
simple hill-climbing search to modify a network topol-
ogy. Note that the restriction to keep the degree of
each node fixed is always important and is of real sig-
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nificance in the modification of artificial systems, for
example, although adding links without any restric-
tions until the network is fully connected would en-
hance the robustness, this option must be useless for
practical purposes due to the fact that the installa-
tion of power lines between each pair of power plants
would skyrocket costs and sometimes be impractical.
In this work, we follow the restriction to fix the de-
gree of each node when swapping the links. Hence, in
the original network, we swap the connections of two
randomly chosen links, that is, the links e;; and ey
become e;;, and e;; respectively, only if the robustness
is increased, i.e., Rpew > Rolq. During the process
of edge swapping, we perform a simple greedy choice:
at each step we compare the robustness before and
after the swap, and consider it as a successful step
if the robustness has improved. If unsuccessful, the
swap is reverted and another swapping step is tested.
We repeat this procedure until no further substantial
improvement is achieved for a large number of con-
secutive swapping trials. Note that any change of the
network usually leads to an adjustment in the attack
sequence. Previous work implied that this simple ran-
dom rewiring method is capable of improving network
robustness noticeably.[' 7]

To deeply understand the structures of improved
networks, Fig.1(a) indicates the fraction of remain-
ing edges after removing ¢ x N important nodes. We
find that more edges remain in the improved network
than those in the initial networks after each attack,
which can help the improved network to maintain the
remaining network’s connectivity as much as possible.
In fact, the number of nodes’ degree cannot change af-
ter edge swapping due to the restriction of the rewiring
edge. However, the phenomenon of why the improved
network takes advantage of the remaining edges after
removing the 5% high-degree nodes, can be explained
that the connections among high-degree nodes in the
improved networks are more strengthened than those
of the initial networks after edge modifications. That
is, in the improved networks, the high-degree nodes
have a preference to attach to high-degree nodes. To
test our hypothesis of improved networks’ structure,
the change of nodes’ clustering coefficient and distri-
bution of regenerated edges for the initial and im-
proved networks are presented in Fig. 1.

Since the clustering coefficient is calculated as the
number of closed triplets divided by the number of
connected triplets (both open and closed), more edges
among nodes, forming more close d triplets with high
probability, may result in the increase of the clustering
coefficient. Thus if the nodes’ clustering coefficient of
high-degree nodes in the improved network is higher
than that of the corresponding nodes in the initial
network, it indicates that there are more edges recre-
ated among high-degree nodes. Figure 1(b) displays
the nodes’ clustering coefficient from the node with
maximum degree to minimum degree, which shows the

nodes’ clustering coefficient in the improved networks:
(i) clustering coefficient of high-degree nodes has a
remarkable growth; (ii) clustering coefficient of low-
degree nodes decreases noticeably. The results prove
that the connections among high-degree nodes in the
improved networks are more strengthened than those
of the initial networks after edge modifications. The
noticeable decrease of the clustering coefficient occurs
in k =2 or 3. Obviously, the edges, forming triangles
in the original networks, are broken during the edge
swapping. Note that when & = 1, the node’s clustering
coefficient is 0 for both initial and improved networks.
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Fig.1. (a) Plot of the fraction of remaining edges as a
function of the fraction g of removed nodes for SF models
of (k) =4 and v = 2.5. (b) Stack bar of the each node’s
clustering coefficient from maximum degree to minimum
degree for initial networks (grey bar) and improved net-
works (orange bar). The tested networks are the SF model
with (k) = 4 and v = 2.5. The blank space of the Stack
bar means that the clustering coefficient is 0 due to the fact
that these nodes’ degree is 1. (c) Sketch of the k-shell de-
composition for an SF network with (k) = 4 and v = 2.5.
Six colors distinguish six components of k-shells. The light
red lines indicate the recreated edges connect with nodes
belonging to two different k-shell components, while the
light blue lines imply the regenerated edges connect with
nodes from one internal component. Its width indicates
the number of these regenerated edges. (d) Comparison
of the faction of nodes belonging to different k-shells be-
tween the initial (grey bar) and improved network (green
bar). The initial network only has 4 k-shells, while the
improved network contains 6 k-shells.

On the other hand, the distribution of regener-
ated edges is presented in Fig. 1(c) through the k-shell
components.’’~?*l For example, Fig.1(c) shows an
improved SF network, in which N = 200, (k) = 4 and
~v = 25 are used in the greedy leaf removal procedure
to decompose into 6 k-shell components. Here each
oval component contains the set of vertices belonging
to a given k-shell, while colors on the vertices distin-
guish different k-shells. The light red lines indicate
the recreated edges connected with nodes belonging
to two different k-shell components, while the light
blue lines imply the regenerated edges connected with
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nodes from one internal component. Its width indi-
cates the number of these regenerated edges. Thus the
width of these light lines demonstrates that most of
these edges are regenerated between two different high
k-shells, or one internal high k-shell. In Fig.1(d), we
compare the fraction of nodes belonging to different
k-shell components in the initial and improved net-
works. The result clearly shows that the improved
network contains 6 k-shell components, while the ini-
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tial network only has 4k shells. This result could be
explained that most of these regenerated edges con-
nect with the high-degree nodes and finally compose
the new higher k-shell component. In a word, the

change of nodes’ clustering coefficient and distribu-
tion of regenerated edges prove that there are more
regenerated edges among the high-degree nodes after
the optimization procedure.
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Fig. 2. (a) Example of the smart rewiring applied to a US air-transportation network (N = 235, L = 1297). Each
node represents an airport and each edge indicates the airline between two airports. The scale of a node on the
map relies on the number of its airlines. The inset displays the procedure of edge swapping according to the rule of
smart rewiring. Connections CVG to CMH and BNA to CRW are added (dashed edges), while previous links from
CVG to BNA and CMH to CRW are removed (solid edges). The Comparison of robustness index between smart
rewiring and random rewiring for (b) the US airlines network, (c) the electronic circuits network, (d) the food web
network, (e) the protein network, (f) ER networks with (k) and (g) SF networks with (k) = 4 and v = 2.5. The
insets of (b)—(g) compare the degree-degree correlation between smart rewiring and random rewiring.

The edge swapping keeps the number of links and
the degree of the nodes unchanged, and is capable
of enhancing the robustness of network connectivity
against malicious attacks. According to the above
analysis, the improved networks tend to regenerate
the edges among high-degree nodes. Therefore, we
improve the random swapping method based on regen-
erating more edges between high-degree nodes. Here
we propose a novel rewiring strategy, called smart

rewiring, which could speed up the increase of R. The
smart rewiring is defined as follows: (i) select ran-
domly two edges e; = (vi,w;) and es = (vq,ws),
where two edges do not share a common node; (ii)
computer the degree of four nodes, labeled as d,,
dyw1, dy2 and dyo. Then, rank the node’s degree in
descending order; (iii) remove the original edges e;
and eg; (iv) if the first two ranked nodes and the last
two ranked nodes are not yet connected, then two new
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edges between them will be created; (v) if the condi-
tion of step (iv) cannot be met, we can repeat step
(1).
An illustration of this strategy is provided in the
inset of Fig.2(a). Here the four nodes represent four
airports in US. The degrees of four nodes are ranked
as dova > dovu > dpyna > dorw in descending or-
der. Due to the rule of smart rewiring, we need to
remove the original edges (solid lines) and create two
new edges (dashed lines) based on the ranked order
of degree. Actually, the smart rewiring, in each swap-
ping step, connects two nodes with the top two degrees
among four selected nodes. Some simple examples of
smart rewiring are presented in Fig.2 for several real
and model-generated networks. Especially for the US
air-transportation network, although the fraction of
the largest connected component of the original air-
lines network account for 100%, the robustness index
R of the original network is 0.10. Though the network
has better connectivity, the robustness against mali-
cious attacks is weak. This is due to the fact that the
degree sequence of the airlines network is of typical
scale-free property. In Fig.2(a), the scale of a node
on the map relies on the number of its airlines. We
can see that most of the small circles connect with a
minority of large circles. Once the high-degree node is
removed, the low-degree nodes could become isolated
which is of maximum destructiveness to the connec-
tivity.

From the results of Figs. 2(b)-2(g), we can see that
the smart rewiring could increase the robustness in-
dex R faster than that of random rewiring, and the
advantage of smart rewiring is noticeable. The smart
rewiring could create more links between high-degree
nodes which has been proven that it can enhance the
robustness in the above analysis. However, the advan-
tage of smart rewiring, for improving the robustness
of the airlines network, could profit for another reason
as well. In the airlines network, most of the edges con-
nect with the high-degree node and low-degree node,
and most of the nodes have low degrees. Thus af-
ter a swapping step of smart rewiring, a low-degree
node does not connect with a high-degree node, while
it tends to connect a node with a similar degree in-
stead. Therefore, once the high-degree node is at-
tacked, the former low-degree nodes could not be af-
fected due to the fact that they may be connected
with other nodes with a similar degree. Moreover in
the improved network, the high-degree node tends to
connect with other high-degree nodes. Thus the con-
nectivity of the improved network, modified by smart
rewiring, could not become worse noticeably than that
of random rewiring after malicious attacks. For exam-
ple, in the original network, once the airport CVG is
attacked, the connectivity could become worse, due
to the fact that the degrees of its neighbor nodes are
low, which could become an isolated node with high
probability. However, in the improving network, if

CVG is attacked, the degrees of its neighbor nodes
will be high or similar at least. It could not cause
that most of its neighbor nodes with low degrees are
isolated after attack. To sum up, the smart rewiring
could reduce the difference of degree between nodes,
that is, the improving network is more homogeneous
and assortative.

In the insets of Figs.2(b)-2(g), we also compare
the degree-degree correlation**?° between the initial
and smart rewiring methods. According to the above
analysis, the smart rewiring reduces the difference of
degree between nodes, and makes the improved net-
work more assortative in essence. From the results
of the insets of Figs.2(b)-2(g), smart rewiring can
increase the degree-degree correlation more quickly
than that of random rewiring. Actually, the increase
of degree-degree correlation creates more regenerated
links between high-degree nodes, which explains why
positive degree-degree correlation could enhance net-
work robustness. On the other hand, the nodes’ clus-
tering coefficient for several real and model-generated
networks modified by smart and random rewiring is
presented in Fig. 3. We can see that the nodes’ clus-
tering coefficient of high-degree nodes optimized by
smart rewiring is higher than that of a network mod-
ified by random rewiring. These results show that
there are more edges recreated among high-degree
nodes for the smart rewiring method.
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Fig.3. Comparison of nodes’ coefficient clustering be-
tween smart rewiring and random rewiring for (a) the US
airlines network, (b) the electronic circuits network, (c)
the food web network, (d) the protein network, (e) ER
networks with (k) and (f) SF networks with (k) = 4 and
v =2.5.

Constructing and optimizing the robust topologi-
cal structures are of great importance. In this work,
we have introduced a unique measure for the robust-
ness of network connectivity and used this measure
to develop a method that significantly improves their
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robustness against malicious attacks. The detailed
analysis of the improved networks’ structures shows
that regenerating the edges between high-degree nodes
can enhance the robustness against malicious at-
tack. Therefore, we propose a novel rewiring strategy
based on regenerating more edges between high-degree
nodes, called smart rewiring, which could speed up
the increase of the robustness index. Our approach
has been found to be successfully useful as demon-
strated on the real networked systems and synthetic
networks. The smart rewiring method also explains
why positive degree-degree correlation could enhance
network robustness. As shown in our results, it is
capable of enhancing the network robustness against
node attacks. All the work can also be used to improve
the robustness of network connectivity under edge re-
moval. Although this method can be used for improv-
ing robustness against link failures, different attack
strategies require different optimal network structures
to mitigate the damage. From a practical point of
view, the probability of node failure and link failure
can hardly be known in reality. Therefore, future work
will focus on a hybrid optimization method which can
create a robust network to an attack combining node
failures and link failures.

References

[1] Lloyd A L and May R M 2001 Science 292 1316
[2] Moreno Y Nekovee M and Pacheco A F 2004 Phys. Rev. E
69 066130

(3]
4]
[5]
(6]

[7]
(8]

[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
(18]
[19]
[20]
21]
22]
(23]

[24]
[25]

078901-5

Rosvall M and Bergstrom C T 2008 Proc. Natl. Acad. Sci.
USA 105 1118

Arenas A, DiazGuilera A, Kurths J, Moreno Y and Zhou C
2008 Phys. Rep. 469 93

Donetti L, Hurtado P T and Munoz M A 2005 Phys. Rewv.
Lett. 95 188701

Liu Y Y, Slotine J J and Barabasi A L 2011 Nature 473
167

Egerstedt M 2011 Nature 473 158

Sole RV, RosasCasals M, CorominasMurtra B and
Valverde S 2008 Phys. Rev. E 77 026102

Motter A E and Lai Y C 2002 Phys. Rev. E 66 065102
Albert R, Jeong H and Barabasi A L 2000 Nature 406 378
Buldyrev S V, Parshani R, Paul G, Stanley H E and Havlin
S 2010 Nature 464 1025

Pu C L, Pei W J and Michaelson A 2012 Physica A 391
4420

Nie S, Wang X, Zhang H, Li Q and Wang B 2014 PLoS
ONE 9 e89066

Xiao Y D, Lao S Y, Hou L L and Bai L 2014 Chin. Phys.
B 23 118902

Schneider C M, Moreira A A, Andrade J S, Havlin S and
Herrmann H J 2011 Proc. Natl. Acad. Sci. USA 108 3838
Schneider C M, Aratajo N A and Herrmann H J 2013 Phys.
Rev. E 87 043302

Schneider C M, Yazdani N, Aratjo N A, Havlin S and Her-
rmann H J 2013 Sci. Rep. 3 1969

Louzada V H, Daolio F, Herrmann H J and Tomassini M
2013 J. Complex Netw. 1 150

Wu Z X and Holme P 2011 Phys. Rev. E 84 026106

Zeng A and Liu W 2012 Phys. Rev. E 85 066130
Dorogovtsev S N, Goltsev A V and Mendes J F 2006 Phys.
Rev. Lett. 96 040601

Goltsev A V, Dorogovtsev S N and Mendes J 2006 Phys.
Rev. E 73 056101

AlvarezHamelin J I, DallAsta L, Barrat A and Vespignani
A 2005 arXiv:cs/0504107[cs.NI]

Newman M E 2002 Phys. Rev. Lett. 89 208701

Newman M E 2003 Phys. Rev. E 67 026126


http://cpl.iphy.ac.cn
http://dx.doi.org/10.1126/science.1061076
http://dx.doi.org/10.1103/PhysRevE.69.066130
http://dx.doi.org/10.1073/pnas.0706851105
http://dx.doi.org/10.1016/j.physrep.2008.09.002
http://dx.doi.org/10.1103/PhysRevLett.95.188701
http://dx.doi.org/10.1038/nature10011
http://dx.doi.org/10.1038/473158a
http://dx.doi.org/10.1103/PhysRevE.77.026102
http://dx.doi.org/10.1103/PhysRevE.66.065102
http://dx.doi.org/10.1038/35019019
http://dx.doi.org/10.1038/nature08932
http://dx.doi.org/10.1016/j.physa.2012.04.019
http://dx.doi.org/10.1371/journal.pone.0089066
http://dx.doi.org/10.1088/1674-1056/23/11/118902
http://dx.doi.org/10.1073/pnas.1009440108
http://dx.doi.org/10.1103/PhysRevE.87.043302
http://dx.doi.org/10.1038/srep01969
http://dx.doi.org/10.1093/comnet/cnt010
http://dx.doi.org/10.1103/PhysRevE.84.026106
http://dx.doi.org/10.1103/PhysRevE.85.066130
http://dx.doi.org/10.1103/PhysRevLett.96.040601
http://dx.doi.org/10.1103/PhysRevE.73.056101
http://arxiv.org/abs/cs/0504107
http://dx.doi.org/10.1103/PhysRevLett.89.208701
http://dx.doi.org/10.1103/PhysRevE.67.026126

	Title
	Eq. (1)
	Fig. 1
	Fig. 2
	Fig. 3
	References

