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An n-dimensional Z-matrix with control parameters is presented, and its periodicity and chaos are testified.
Experimental results show that the proposed Z-matrix has a long period and changeable periodicity with dif-
ferent dimensions. Some examples of image encryption with a Z-matrix of different dimensions are listed for

demonstrating its applications.
PACS: 05.45. Vx, 05.45. Pq, 43. 72. +q, 47. 10. Fg

The Arnold cat map used for image encryption
was first set up by Arnold. Then, Zhao!!! presented
a class of high-dimensional Arnold transformations
which can be named as the standard Arnold cat
map and discussed the periodicity of them. Mean-
while, Chen et al.2! introduced another kind of three-
dimensional Arnold transformations which can be
called Chen’s Arnold cat map and the corresponding
high-dimensional matrix was also presented by Kwok
et al.®* As it has wide applications in image encryp-
tion, the high-dimensional chaotic map is a new inter-
est of many researchers, e.g. a T-matrix,® which has
long periodicity, is proposed by Zhang. In this Letter,
a novel chaotic matrix called a Z-matrix is defined. At
the same time, its periodicity and chaos are testified,
and its applications in image encryption are listed.

Three high-dimensional matrices: The high-
dimensional standard Arnold matrix is as follows:

11 --- 1 1
1 2 - 2 2
A=11 : S (1)
1 2 n—1 n-—1
1 2 n—1 n
1 1 1
1 2 2
1 3 4
Tnxn: .
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where is the famous two-dimensional (2D)

1
1 2
Arnold matrix.

Relatively, the high-dimensional Chen’s Arnold
matrix is defined as

A= /12 1 /23 ) (2)

m m—1,m>

where A;)j (i < 7) is an identity matrix except that
Cij = Qij, Cj,i = bij (@mn and by, , are elements at
row m(n) and column n(m)), which are positive con-
stants in [0,2% — 1] and ¢; ;. In particular, in matrix
Ag’j, Cjj = 1+ ai,jbid‘, such as /1731

1 0 as - 0
0 1 0 0

Ay = b1z 0 14ai3bis 0 (3)
0 0 0 e 1

Meanwhile, the T-matrix in Ref. [5] is

1 1 1
2 2 2
4 4 4
. b (4)
Ap—2 Gp—1

Ap—3+ Gp—2 Ap—2+ Gn—1

where the initial 2D T-matrix is the same with the 2D Arnold matrix.
For the above high-dimensional matrices, they all satisfy the following transformation:
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where ¢; ; is an element of {A, A’, T} at row ¢ and column j. At the same time, they have different periodicities
with different N, i.e. there is a positive integer P, which is the period of these transformation satisfying
CPro(modN) = rg, where 1o = [z1, T2, T3, .. .Tm]T.

Definition of n-dimensional Z-matrix: The 2D Z-matrix with control parameters is the same as the general-

ized 2D Arnold matrix and can be defined as Zsy o = [i abi 1 ] , when n > 2, the corresponding Z,, « ,-matrix
is

1 a a a a a

b ab+1 ab+1 ab+1 ab+1 ab+1

R~

ab+ 2 ab—+ 3

ann =

l; ab—l—(.n—2) ab—i—(n—Q)
b ab+(n—1) ab+(n—1)

ab+3 ab+3 ab+ 3
ab+(n—-2) ab+(n—-1) ab+(n—-1)
ab+(n—1) ab+ (n—1) ab+n

Theorem 1: The proposed high-dimensional Z-matrix is area-preserving.
Proof: According to the definition of the Z-matrix, the 2D Z-matrix and three-dimensional (3D) Z-matrix

are

1
ZQ><2: |:b ¢

then det ZQXQ = |Z2><2| = 1, det Z3><3 = |Z3><3| =1.

CLb+1:|’ Z3><3:

1 a a
b ab+1 ab+1],
b ab+2 ab+3

Supposing det Z,,«, = 1, n > 4, where det Z,,«,-matrix is as follows:

1 a a

a a a
b ab+1 ab+1 ab+1 ab+1 ab+1
b ab + 2 ab+3 ab+3 ab+3 ab+3
| Znxn| = : : : : : . =1L
b ab+(n—2) ab+ (n—2) ab+(n—2) ab+(n—1) ab+(n—1)
b ab+(n—1) ab+(n—-1) ab+(n—1) ab+(n—-1) ab+n
Then, det Z(,1)x(n+1) can be presented as
1 a a a a a
b ab+1 ab+1 ab+1 ab+1 ab+1
b ab+2 ab+3 ab+3 ab+3 ab+3
‘Z(n+l)><(n+1)‘ = : : : : :
b ab+(n—1) ab+ (n—1) ab+(n—1) ab+n ab+n
b ab+n ab+n ab+n ab+n ab+ (n+1)
Subtracting column n from column n + 1, det Z(,,41)x(n4+1)-matrix can be described as
1 a a e a a 0
b ab+1 ab+1 ab+1 ab+1 0
b ab+2 ab+3 ab+3 ab+3 0
|Z(TL+1)><(TL+1)| = |- : : : : N (7)
b ab+(n—1) ab+(n—-1) ab+(n—1) ab+n 0
b ab+n ab+n ab+n ab+n 1
According to Eq. (7), the determinant of this can Theorem 2: For a given positive integer N,
be expanded based on the (n + 1)th column, and can  the transformation r,, = Zro(mod N) has period-
be changed to det Z, x,: icity, where 1, = [z},25,2%,...,2,,]7 and ry =
[21, 22, 3, . ., o]

| Z(nt1)x(may| =1 x (_1)(n+1)+(n+1) X | Zxen|

As det Z,xn = 1, the result of det Z, 1)x(n+1)
is also equal to 1. Therefore, for any integer n (n >
2),|Z1xn| = 1. Then, the Z-matrix is area-preserving
because the determinant of its transformation matrix
is equal to 1.

Proof: According to theorem 1 in Ref. [6], as the
determinant Z-matrix is identical to 1, for any a
and b, |Z,x,| and N are always prime to each other
(ged(det Zpxn, N) = 1). Therefore, the Z-matrix
transformation is periodical.

Theorem 3: The largest Lyapunov exponent (LE)
of Z-matrix transformation is positive.
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Proof: The LEs of any matrix transformation are
determined by the eigenvalues of this matrix. Accord-
ing to matrix theory, since Z,x, is full rank, there
exist n linear independent eigenvalues A1, Az, ..., Ap.
Meanwhile, a modal vector () and a spectral matrix
E can be used for describing Z, xn, i.e. Z=QEQ™:

Lpxn = [(h q2 Qn]
M O - 0 ¢
0 X --- 0 G

0o 0 0 M\, Gn
where

Q = [q1a qz; - - ',qn]a

M O o0

0 A -+ 0

0 0 0 A,

As the product of the eigenvalues of a matrix is iden-

tical to its corresponding determinant, the following
equation is satisfied:

[1» =1Znnl =1, 9)
1=1

Vi, if \; =1. Z=QEQ™' = QQ ™' = I, where I is
an identity matrix. However, according to the confor-
mation of Z,«,, Z # I for any a and b. Therefore,
there must be at least one A; > 1 (3 ¢). Otherwise,
if \; < 1 for all 4, the product of all eigenvalues is
less than 1. Then, there must be at least one posi-
tive LE (0; = In|A;| > 0), which illustrates that the
transformation based on the n-dimensional Z-matrix
is chaotic.

Period of Z-matrix transformation: In order to il-
luminate the merits of the n-dimensional Z-matrix,
the periods of a Z-matrix with different N and n are
computed, and in particular, the results of a 3D to
seven-dimensional (7D) Z-matrix (a = 7, b = 3), when
N is equal to 28 (3 is an integer), which meets the re-
quirements for general image encryption, are listed in
the following Tables 1 and 2.

Table 1. Periods of 3D Z-matrix, T-matrix, Standard Arnold
matrix and Chen’s Arnold matrix with different N.

N 16 32 64 128 256 512 1024 2048
Z-matrix 56 112 224 448 896 1792 3584 7168
T-matrix 56 112 224 448 896 1792 3584 7168

Standard Arnold 28 56 112 224 448 896 1792 3584
Chen’s Arnold 24 48 96 192 384 768 1536 3072

From a large amount of calculations and analy-
ses, some useful information and conclusions can be
drawn. If N = 27 (53 is an integer), the period of the
3D Z-matrix is the same as the 3D T-matrix but two
times of that of the 3D Standard Arnold and more
than two times of that of the 3D Chen’s Arnold (see

Table 1). Meanwhile, the period of the Z-matrix is de-
pendent on the dimension which means that for differ-
ent dimensions, the period is dissimilar and is not less
than the least period (LEP). However, with a great
number of calculations, we find that the periods of
three other matrix transformations are not dependent
on dimension. For the control parameters aand b, if a
and b choose any number, the period of the Z-matrix
can change following them. Table 3 presents this phe-
nomenon.

Table 2. Periods of Z-matrix with different N and n.

N 16 32 64 128 256 512 1024
3D 56 112 224 448 896 1792 3584
4D 120 240 480 960 1920 3840 7680
5D 248 496 992 1984 3968 7936 15872
6D 56 112 224 448 896 1792 3584
7D 1016 2032 4064 8128 16256 32512 65024

Table 3. Periods of 3D Z-matrix with different a and b (N =
16).

(a,b) Period (a,b) Period (a,b) Period
(98, 6) 16 (76,15) 16 (31, 41) 56
(540, 454) 8 (40, 29) 32 (47, 49) 56

(370, 70) 16
(66, 100) 8
(1334, 898) 16

(338, 315) 32
(838, 1401) 32
(1308, 935) 16

(55, 269) 56
(273, 485) 56
(1195, 1065) 56

The above table gives a very important conclusion
that when N = 2% (in Table 3, N = 16 = 2%), if a and
b are both odd number, the corresponding period is a
fixed number which is the largest period (LAP). Oth-
erwise, the period is changeable among some number
which is less than LAP.

Fig. 1. Pixel value of gray image encryption: (a) original
image, (b) encryption image (Titm = 10), (c) encryption
image (Titm = 526), (d) encryption image (Titm = 1920).

Applications of n-dimensional Z-matrix in image
encryption: In order to encrypt an image effectively,
the pixel value and position should be considered. The
proposed n-dimensional Z-matrix can be applied to
pixel value substitution and position confusion. For
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a gray image, the method of pixel value substitution
is the same as that in Ref. [5]. For a color image, the
way we encrypt the image should take into account R,
G, B components at the same time. That is to say,
for each pixel, we use the following formula to encrypt
it:

R 1 a a R;
Gi|=|b ab+1 ab+1| |G;| modN. (10)
B b ab+2 ab+3| | B;

Meanwhile, for the pixel position confusion, we can
take advantage of the corresponding scheme in Ref. [2],
which can accelerate de-correlate relations among pix-
els effectively. In these applications, the control pa-
rameters a = 7, b = 3.

Fig. 2. Pixel value of color image encryption: (a) original
image, (b) encryption image (Titm = 50), (c) encryption
image (Titm = 321), (d) encryption image (Titm = 896).

Pixel value substitution: Figures 1 and 2 show the
results of pixel value substitution for a gray image and
a color image with the same size of 128 x 128, respec-
tively, in which n = 4, N = 256 for the gray image and
n=3, N=256 for the color image. In particular, when
the iteration time Tjy, is equal to the corresponding
period, the image can be completely recovered.

Pixel position confusion: In order to encrypt the
positions of pixels, it can be found that the 2D plain
image is first transformed to a 3D cube. Then, the 3D
Z-matrix in Eq. (10) can be applied in position con-
fusion. Figure 3 presents the encryption procedures

and the decrypted image when the original image is
the gray Lena image with a size of 512 x 512, in which
n =3, N = 512, Tit;, = 14. The deciphered image
is exactly the same as the plain image after the 3D
cipher image is iterated for the same time. For color
image confusion, as the process is only dependent on
pixel position of an image, a similar way can be used,
and the result is also satisfying.

3D
Trangformation
and ¢ncryption

Plain-image

Deciphered-image

Fig. 3. Pixel position of gray image encryption.

In summary, we have introduced a new chaotic ma-
trix called a Z-matrix. Additionally, the periodicity
and chaos are proved. It inherits some good character-
istics of the T-matrix and Arnold matrices including
long periodicity, chaos and simple structure. In par-
ticular, differing from the three other matrices, the
period of the Z-matrix with different dimensions is
changeable. Therefore, it can be used for digital im-
age encryption with high security.
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