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High-dimensional quantum states key distribution (HD-QKD) can enable more than one bit per photon and
tolerate more noise. Recently, a practical HD-QKD system based on time-phase states has provided a secret key
at Mbps over metropolitan distances. For the purposes of further improving the secret key rate of a practical
HD-QKD system, we make two main contributions in this work. Firstly, we present an improved parameter
estimation for this system in the finite-key scenario based on the Chernoff bound and the improved Chernoff
bound. Secondly, we analyze how the dimension 𝑑 affects the performance of the practical HD-QKD system.
We present numerical simulations about the secret key rate of the practical HD-QKD system based on different
parameter estimation methods. It is found that using the improved Chernoff bound can improve the secret key
rate and maximum channel loss of the practical HD-QKD system. In addition, a mixture of the 4-level and 8-level
practical HD-QKD system can provide better performance in terms of the key generation rate over metropolitan
distances.

PACS: 03.67.Dd, 03.67.Hk, 03.67.−a

DOI: 10.1088/0256-307X/36/4/040301

Quantum key distribution (QKD)[1,2] can allow
two distant authorized parties to share an identical secure key. The laws of quantum physics guarantee the unconditional security of QKD. However,
the secret key rate is restrained by several practical factors which restrict the widespread application
of QKD. For the purposes of improving the secret
key rate, high-dimensional quantum states key distribution (HD-QKD)[3−7] has been proposed. Highdimensional quantum states qubits (dimension 𝑑 > 2)
are employed in HD-QKD, which can carry log2 𝑑 bits
of information. Therefore, HD-QKD can provide a
higher photon information efficiency (PIE) than qubitbased QKD. When the secret key rate of the QKD system is limited by the saturation of single-photon detectors, it can be improved by high-dimensional photon
encoding. Moreover, HD-QKD has a higher resistance
to quantum channel noise as compared to qubit-based
QKD.[5]
Recently, significant efforts have been made in
HD-QKD. An attractive candidate for implementation is the time-energy HD-QKD protocol.[8−10] Rigorous security analyses[11−14] and experiments[15−17]
have been presented. Another appealing candidate
is the HD-QKD protocol with time-phase states.[18]
Based on the HD-QKD system presented in Ref. [18],
the secret key rate scales as Mbps can be achieved
over metropolitan distances. Moreover, an HD-QKD
system using fewer monitoring states[19] has been proposed, which can simplify the design of HD-QKD sys-

tems. However, the simplified HD-QKD system has
lower secret key rate and resistance to noise than the
one with the full setup.[18] In this work, we mainly focus on the security of this practical HD-QKD system
based on time-phase states with full setup.
The security analysis in Ref. [18] ensures that the
HD-QKD system is secure against coherent attacks,
finite-key effects, and many other imperfections. To
defeat a so-called photon number splitting (PNS)
attack,[20] the decoy-state method[21] is used in the
parameter estimation process. Moreover, the saturation of the single photon detector is also considered, which results in the rate-dependent detection
efficiency. Specifically, the detection efficiency drops
sharply as the rate increases beyond a few MHz.[18] Islam et al.[18] also proposed finite-key analysis based on
Hoeffding’s inequality.[22] However, for the purposes of
improving the secret key rate, it is of importance to explore the improved method for parameter estimation
in the finite-key analysis. Therefore, we present a rigorous finite-key analysis using the Chernoff bound[23]
and the improved Chernoff bound[24] based on the security proof in Ref. [18].
Moreover, one of the possible ways to improve the
secret key rate is to increase the dimension.[16,25] As
we know, the secret key rate is relevant to the PIE
and the transmitted rate of quantum states. Obviously, the PIE increases as the dimension increases.
However, in the time-bin encoding system, a trade-off
is made between the dimension and the transmitted
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rate of qubits: an increase in the former directly corresponds to a decrease in the latter. Considering the
rate-dependent efficiency of detectors, the dimension
can influence the detection efficiency and further influence the key generation rate. Therefore, for the
purposes of maximizing the secret key rate in a practical HD-QKD system over metropolitan distances, we
present research on how the dimension affects the performance of this system.
Firstly, we introduce the HD-QKD protocol based
on time-phase states. (1) Preparation: Alice choose
bases randomly from {𝑇, 𝐹 } with probabilities 𝑝𝑇
and 𝑝𝐹 , respectively, to prepare time states and
phase states. The 𝑑-dimension time states |𝑡𝑛 ⟩ (𝑛 =
0, . . . , 𝑑 − 1) are prepared by emitting photonic wave
packets of width ∆𝑡 produced by a continuous laser,
which are localized to a time bin of width 𝜏 within
a frame of 𝑑 contiguous time bins. The phase states
are a linear superposition of all the time states, which
𝑑−1
∑︀ 2𝜋𝑖𝑛𝑚
𝑒 𝑑 |𝑡𝑚 ⟩ (𝑛 = 0, . . . , 𝑑 −
are given by |𝑓𝑛 ⟩ = √1𝑑
𝑚=0

1). She also randomly modulates the intensity 𝑘 ∈
{𝜇, 𝜐, 𝜔} with probabilities 𝑝𝜇 , 𝑝𝜈 and 𝑝𝜔 , respectively.
Then, photon states are sent to Bob.
(2) Measurement: Bob measures arrived photon
states by selecting bases from {𝑇, 𝐹 } randomly with
probabilities 𝑝𝑇 and 𝑝𝐹 , respectively. He makes 𝑇
basis measurements by means of a superconducting
nanowire single-photon detector. Here 𝐹 basis measurements are made by means of a cascaded interferometric tree. Then, the measurement outcomes are
recorded by a time-to-digital converter.
(3) Basis reconciliation: They both announce the
choices of bases and intensities in the public authorized channel. They record the number of detected
events in the same basis, 𝑛𝑇,𝑘 and 𝑛𝐹,𝑘 for intensity
𝑘 ∈ {𝜇, 𝜈, 𝜔}.
(4) Parameter estimation: They both use all intensity levels for the key generation. They record 𝑚𝐹,𝑘 ,
the number of detected events with bit errors. Then,
they calculate the lower bound of single-photon events
𝑠𝑇,1 (𝑠𝐹,1 ), the lower bound of vacuum photon events
𝑠𝑇,0 and the upper bound of the errors 𝑐𝐹,1 for singlephoton events. Finally, if 𝜑 := 𝑐𝐹,1 /𝑠𝐹,1 is lower than
¯ they will conthe predetermined phase error rate 𝜑,
tinue the protocol. If it is not satisfied, they will abandon the protocol.
(5) Postprocessing: They both carry out the error correction, in which leakEC bits of information are
consumed. Then, they carry out the error verification.
Finally, privacy amplification is carried out to obtain
the shared secret key length 𝑙.
Next, we will present the security analysis. Note
that this study is based on the composable security definition.[26] For some small error parameters,
𝜀cor , 𝜀sec > 0, the HD-QKD protocol will be 𝜀cor + 𝜀sec
secure if it is 𝜀cor correct and 𝜀sec secret. The quantum
leftover-hash lemma[27] is used to bound the secret key
length 𝑙 when the dimension 𝑑 = 4 in Ref. [18]. With-

out loss of generality, we can extend it to an arbitrary
dimension 𝑑, which is given by
𝑙 = max⌊𝑠𝑇,0 log2 𝑑 + 𝑠𝑇,1 [log2 𝑑 − 𝐻(𝜑𝑈 )]
𝛽>0

−leakEC − log2

32
⌋,
𝛽 8 𝜀cor

(1)

where 𝑠𝑇,0 is the number of vacuum detections in the
𝑇 basis, 𝑠𝑇,1 is the number of single-photon detections in the 𝑇 basis, 𝐻(𝑥) = −𝑥 log2 [𝑥/(𝑑 − 1)] −
(1 − 𝑥) log2 (1 − 𝑥) is the binary entropy for arbitrary
dimension 𝑑, and leakEC = 𝑛𝑇,𝜇 𝑓EC 𝐻(𝑒𝑇,𝜇 ) bits are
consumed in the error correction, where 𝑓EC is the error correction efficiency and 𝑒𝑇,𝜇 is the bit error rate
in the 𝑇 basis.
Due to the finite-key effect, for the parameters used
in the security analysis, there is a difference between
the expected outcome and the measurement outcome.
We should characterize the differences appropriately
to obtain a rigorous security analysis. In Ref. [18],
they use Hoeffding’s inequality for the parameter estimation. Correspondingly, we adopt the Chernoff
bound and the improved Chernoff bound, respectively,
for the parameter estimation.
First of all, let us make some definitions as follows: (1) 𝑠𝑇,𝑛 : the number of detections observed
by Bob when Alice emits 𝑛-photon time states; (2)
𝑛𝑇 : the total number of detections on the assumption
that Alice sends time states. Furthermore, we can ob∞
∑︀
tain 𝑛𝑇 =
𝑠𝑇,𝑛 ; (3) 𝑛𝑇,𝑘 : the observed number
𝑛=0

of detections on the assumption that Alice sends time
states when the intensity is 𝑘; (4) 𝑛
¯ 𝑇,𝑘 : the expected
number of detections on the assumption that Alice
sends time states when the intensity is 𝑘; (5) 𝑝𝑘|𝑛 : the
conditioned probability of choosing the intensity 𝑘 on
the assumption that Alice prepares an 𝑛-photon time
state. Then, in the asymptotic case, we obtain
𝑛𝑇,𝑘 → 𝑛
¯ 𝑇,𝑘 =

∞
∑︁

𝑝𝑘|𝑛 𝑠𝑇,𝑛 .

𝑛=0

In addition, we can obtain the calculated 𝑝𝑘|𝑛
based on Bayes’ rule,
𝑝𝑘|𝑛 =

𝑝𝑘 𝑒−𝑘 𝑘 𝑛
𝑝𝑘
𝑝𝑛|𝑘 =
𝜏𝑛
𝜏𝑛 𝑛!

∑︀
where 𝜏𝑛 := 𝑝𝑘 𝑒−𝑘 𝑘 𝑛 /𝑛! is the probability that Alice emits 𝑛-photon time states.
Using Hoeffding’s inequality for parameter estimation, 𝑛𝑇,𝑘 can be given by
|¯
𝑛𝑇,𝑘 − 𝑛𝑇,𝑘 | ≤ 𝛿H (𝑛𝑇 , 𝜀H ),

(2)

with
√︀ probability at least 1 − 2𝜀H , where 𝛿H (𝑥, 𝑦) =
𝑥/2 ln(1/𝑦).
Using the Chernoff bound for parameter estimation, 𝑛𝑇,𝑘 can be given by
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|¯
𝑛𝑇,𝑘 − 𝑛𝑇,𝑘 | ≤ 𝛿C (𝑛𝑇,𝑘 , 𝜀C ),

(3)
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with probability at least √︀
1 − 2𝜀C , where 𝛿C =
ˆ
𝛿√︀
2𝑥 ln(16𝑦 −4 ) and 𝛿ˆ =
C (𝑥, 𝑦) ∈ [−𝛿, 𝛿], 𝛿 =
2𝑥 ln(𝑦 −3/2 ).
Using the improved Chernoff bound for parameter
estimation, 𝑛𝑇,𝑘 can be given by
𝑛𝑇,𝑘
𝐿 (𝑛
1 + 𝛿IC
𝑇,𝑘 , 𝜀IC )
𝑛𝑇,𝑘
,
=
𝑈 (𝑛
1 − 𝛿IC
𝑇,𝑘 , 𝜀IC )

𝑛
¯𝐿
𝑇,𝑘 =

to an incident photon. Due to this property, we can
infer that the detection efficiency is rate-dependent.
To characterize this property, a heuristic model was
proposed in Ref. [18], which can be given as
𝜂𝑑 = 𝑎 tanh(𝑟_𝑥/𝑏),

Moreover, the upper bound of the phase error rate
of the single-photon events in the 𝑇 basis is given by

where 𝜂d is the detection efficiency, 𝑟_𝑥 is the expected photon rate, 𝑎 and 𝑏 are the fit parameters obtained from calibration. When the detector is not saturated, the secret key rate scales as (log2 𝑑)/𝑑. When
the detector is saturated, the secret key rate scales as
log2 𝑑.
Moreover, we note that the rate of Alice’s preparing of photon states is relevant to the dimension. For
arbitrary 𝑑, the rate is 𝑟 = 1/𝜏 𝑑. That is to say, for
a fixed duration communication session, the number
of photon states will decrease corresponding to the
increase of the dimension. Therefore, the finite-key
effect will be more obvious for the HD-QKD system
in a larger dimension.
In addition, the phase-state measurement
device[25,28] is presented for 𝑑 = 4 in Ref. [18]. Three
interferometers are required to realize the discrimination of the phase states, which is divided into two
levels of cascaded interferometer trees. The insertion
loss of each level is 𝜂i . For arbitrary 𝑑, we need to use
𝑑 − 1 interferometers, which is divided into ⌈log2 𝑑⌉
levels of cascaded interferometer trees, to discriminate the phase states. Therefore, the total insertion
loss is 𝜂tot = 𝜂𝑖 ⌈log2 𝑑⌉. That is to say, the channel
loss will increase, corresponding to the increase of the
dimension.
In this study, we apply the HD-QKD system
model[18] to simulate the secret key rate. Specifically,
we assume that the intensity of the signal state and
two decoy states are set to be 𝜇, 𝜈, 𝜔, respectively.
The probabilities of choosing the three intensities are
𝑝𝜇 = 0.8, 𝑝𝜈 = 0.1 and 𝑝𝜔 = 0.1, respectively.
For parameter estimation, we can obtain the parameters in the experiment. To simulate the secret
key rate, we evaluate them.[18] Specifically, the overall
system transmittance is given as

𝑐𝑈
𝐹,1

𝜂 = 𝜂d 𝜂qc ,

𝑛
¯𝑈
𝑇,𝑘

(4)

𝐿
with probability at least 1 − 2𝜀IC . For 𝛿IC
(𝑥, 𝑦) and
𝑈
𝛿IC (𝑥, 𝑦), if 𝑥 > −6 ln(𝑦/2) is satisfied, we can obtain
a simplified analytical approximation
𝐿
𝑈
𝛿IC
(𝑥, 𝑦) = 𝛿IC
(𝑥, 𝑦)

√︀
−3 ln(𝑦/2) + [ln(𝑦/2)]2 − 8𝑥 ln(𝑦/2)
=
.
2𝑥 + 2 ln(𝑦/2)
According to results in Ref. [18], the decoy-state
estimates for 𝑇 and 𝐹 bases are given by
)︁
𝜔𝑒𝜈 𝑛𝑈
𝜏0 (︁ 𝜈𝑒𝜔 𝑛𝐿
𝑇,𝜔
𝑇,𝜈
−
,
(𝜈 − 𝜔)
𝑝𝜔
𝑝𝜈
)︁
𝜔𝑒𝜈 𝑛𝑈
𝜏0 (︁ 𝜈𝑒𝜔 𝑛𝐿
𝐹,𝜔
𝐹,𝜈
−
,
=
(𝜈 − 𝜔)
𝑝𝜔
𝑝𝜈
[︁ 𝑒𝜈 𝑛𝐿
𝑒𝜔 𝑛𝑈
𝜇𝜏1
𝑇,𝜈
𝑇,𝜔
=
−
(𝜈 − 𝜔)(𝜇 − 𝜈 − 𝜔)
𝑝𝜈
𝑝𝜔
)︁]︁
𝑠𝐿
𝜈 2 − 𝜔 2 (︁ 𝑒𝜇 𝑛𝑈
𝑇,𝜇
𝑇,0
−
,
−
𝜇2
𝑝𝜇
𝜏0
[︁ 𝑒𝜈 𝑛𝐿
𝑒𝜔 𝑛𝑈
𝜇𝜏1
𝐹,𝜈
𝐹,𝜔
=
−
(𝜈 − 𝜔)(𝜇 − 𝜈 − 𝜔)
𝑝𝜈
𝑝𝜔
)︁]︁
𝑠𝐿
𝜈 2 − 𝜔 2 (︁ 𝑒𝜇 𝑛𝑈
𝐹,𝜇
𝐹,0
−
−
,
𝜇2
𝑝𝜇
𝜏0
)︁
𝑒𝜔 𝑚𝐿
𝜏1 (︁ 𝑒𝜈 𝑚𝑈
𝐹,𝜈
𝐹,𝜔
=
−
.
𝜈−𝜔
𝑝𝜈
𝑝𝜔

𝑠𝐿
𝑇,0 =

(5)

𝑠𝐿
𝐹,0

(6)

𝑠𝐿
𝑇,1

𝑠𝐿
𝐹,1

𝑐𝑈
𝐹,1

𝜑𝑈 =

𝑠𝐿
𝐹,1

+ 𝜉,

(7)

(8)
(9)

(10)

(11)

where 𝜂qc is the loss of the quantum channel. The
total number of detection events observed by Bob in
the 𝑇 basis for a given 𝜇𝑘 is given by

where
⎯
⎸ 𝐿
𝐿
⎸ (𝑠𝑇,1 + 𝑠𝐿
2
𝐹,1 )(𝑠𝐹,1 + 1)
𝜉=⎷
ln .
2
𝐿
𝐿
𝛽
𝑠𝑇,1 (𝑠𝐹,1 )

𝑛𝑇,𝑘 = 𝑝𝜇𝑘 𝑝𝑇 2 𝑁 (1 − 𝑒−𝜂𝜇𝑘 + 𝑝d ),

Considering the finite-key case, the dimension has
a great impact on the performance of HD-QKD, which
can be described qualitatively as follows: first of all,
we introduce the saturation model of the single-photon
detector. The property of saturation often arises from
the dead time of the detector, which refers to a period over which a single-photon detector resets from
a previous detection event and remains unresponsive

(12)

where 𝑁 is the total number of signals transmitted by
Alice during a communication session. Similarly, the
number of detection events observed by Bob in the 𝐹
basis for a given 𝜇𝑘 is given by
𝑛𝑇,𝑘 = 𝑝𝜇𝑘 𝑝𝐹 2 𝑁 (1 − 𝑒−𝜂𝜂tot 𝜇𝑘 + 𝑝d ).

(13)

The total number of error events in the 𝑇 basis for a
given 𝜇𝑘 is given by
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𝑚𝑇,𝑘 = 𝑝𝜇𝑘 𝑝𝑇 2 𝑁 (𝑒d (1 − 𝑒−𝜂𝜇𝑘 ) + 0.75𝑝d ),

(14)
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𝑚𝐹,𝑘 = 𝑝𝜇𝑘 𝑝𝐹 2 𝑁 (𝑒d (1 − 𝑒−𝜂𝜂tot 𝜇𝑘 ) + 0.75𝑝d ). (15)

Secret key rate (Mbits/s)

We assume that the dark count rate of the detector is 𝑝d = 10−8 , and the intrinsic error rates in the 𝑇
and 𝐹 bases are set to be 0.01 and 0.02, respectively.
Moreover, we set the intensity 𝜔 = 0, 𝜀cor = 10−12 ,
𝜀sec = 10−15 and 𝛽 = 𝜀𝐶 = 𝜀IC = 1.72 × 10−10 .
Improved chernoff bound
Chernoff bound
Hoeffding’s inequality

102

100

10-2

0

10

20

30

40

50

Loss (dB)

Fig. 1. Optimized secret key rate as a function of channel
loss for 𝑁 = 6.25 × 10𝑥 with 𝑥 = 9, 10, 11 (curves from left
to right) based on the 4-level HD-QKD system. The solid,
dashed and dotted lines represent the secret-key rate based
on the improved Chernoff bound, the Chernoff bound and
Hoeffding’s inequality, respectively.

For the 4-level HD-QKD system, we present a
finite-key analysis based on different parameter estimation methods in Fig. 1. To compare with the performance in Ref. [18], we set the detector efficiency to
be 𝜂d = 0.8 and optimize the secret key rate over the
probability of selecting the time basis 𝑝𝑇 , the signal
and decoy intensities, {𝜇, 𝜈}. Moreover, we present
the calculated secret key rate for different block sizes,
𝑁 = 6.25 × 10𝑥 with 𝑥 = 9, 10, 11, respectively. As
shown in Fig. 1, we find that for the same block size,
the HD-QKD system using the improved Chernoff
bound outperforms those using the Chernoff bound
or Hoeffding’s inequality in both secret key rate and
maximum channel loss. Moreover, the HD-QKD system using the Chernoff bound outperforms that using Hoeffding’s inequality in both secret key rate and
maximum channel loss. In addition, we find that for
the smaller block size, the positive effect of using the
improved Chernoff bound in the HD-QKD system is
more obvious.
For an arbitrary 𝑑-level HD-QKD system, we
present a finite-key analysis based on the improved
Chernoff bound, which is proved to achieve a better
performance than those based on the Chernoff bound
and Hoeffding’s inequality. In this analysis, we apply
the rate-dependent model to characterize the detection efficiency. For simplicity, we set 𝑝𝑇 = 0.9, 𝜇 = 0.6
and 𝜈 = 0.2. Then, we calculate the secret key rate as
a function of loss for the 𝑑-level HD-QKD system in
Fig. 2. Specifically, we set the dimensions of the HDQKD system to be 2, 4, 8 and 16, respectively, so that
the phase-state measurement setup can be fully used.

As shown in Fig. 2, the HD-QKD system in a larger
dimension provides a higher secret key rate at the
low loss channel. However, at the high loss channel,
the HD-QKD system in a larger dimension provides a
lower secret key rate. Moreover, we find that the increase of dimension corresponds to the decrease of the
maximum channel loss. In particular, the HD-QKD
systems in 𝑑 = 2, 4, 8, 16 have their own advantages in
terms of secret key rate over different losses. In detail, in terms of secret key rate, the 16-level HD-QKD
system performs better than the 8-level system within
the loss of 4 dB. The 8-level HD-QKD system performs
better than the 4-level one within the loss of 4–10 dB.
The 4-level HD-QKD system performs better than the
2-level HD-QKD system within the loss of 10–33 dB.
The 2-level HD-QKD system performs better than the
others when the channel loss exceeds 33 dB. Considering metropolitan distances, we mainly focus on the
transmission distance of 20–80 km, which is equivalent
to a loss of 4–16 dB. Therefore, we mainly focus on the
4-level and 8-level HD-QKD systems, which perform
better than others within metropolitan distances. As
discussed above, to achieve a higher secret key rate, we
should choose the appropriate dimension corresponding to the channel loss. That is to say, considering
metropolitan distances, we should use the 4-level HDQKD system within the loss of 4–10 dB. In contrast,
within the loss of 10–16 dB, we should use the 8-level
HD-QKD system.
102

t=100 s

Secret key rate (Mbits/s)

where 𝑒d is the intrinsic error rate of detectors. Similarly, the total number of error events in the 𝐹 basis
for a given 𝜇𝑘 is given by

101

d=16
d=8
d=4
d=2

100

10-1
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10-3
0
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20

30
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Fig. 2. Secret key rate as a function of channel loss for
𝑑 = 2, 4, 8, 16. The transmitted signals are prepared in
different dimensions during 100-s-duration communication
session.

In conclusion, we have presented a finite-key analysis for a practical HD-QKD system based on improved
parameter estimation methods. Moreover, we study
how the dimension affects the performance of the HDQKD system. Also, we highlight the significance of
developing an improved parameter estimation method
and flexibly choosing the dimension of the HD-QKD
system corresponding to the channel loss.
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