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In a recent work [Quantum Inf. Process 12 (2013) 1077], a multi-user protocol of quantum private comparison of
equality (QPCE) is presented. Here we point out that if we relax the constraint of a semi-honest third party, the
private information of the users will be totally leaked out to the third party. A special attack is demonstrated in
detail. Furthermore, a possible improvement is proposed, which makes the protocol secure against this kind of
attack.
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As we all know, both classical cryptographic al-
gorithms and quantum cryptography can solve the
problems of security. However, most classical cryp-
tographic algorithms are based on some unproven in-
tractability hypotheses. For instance, the security of
the famous RSA public key cryptographic algorithm
depends on the difficulty of the integer factorization
problem.[1] Thus they only have computation secu-
rity. The one-time pad can communicate with uncon-
ditional security. However, it requires that the number
of bits in the secret key must be as great as the number
of bits of information in the message. Quantum cryp-
tography such as quantum key distribution (QKD)[2,3]
provides unconditional security in theory since the se-
curity is assured by the quantum mechanical principle
rather than difficulty of computation.

With the development of QKD, many quantum
cryptography applications spring up, such as quan-
tum private comparison of equality (QPCE), which is
the quantum scheme for the problem of private equal-
ity comparison (PCE). PCE[4−6] resolves the prob-
lem that two millionaires want to know whether they
happen to be equally rich, while neither millionaire
wants to simply disclose their wealth. In 2009, Yang
et al.[7] first proposed a QPCE scheme. Since then,
many other novel QPC protocols based on different
states have been put forward.[8−20] Based on triplet
Greenberger–Horne–Zeilinger (GHZ) states, Chen et
al.[8] proposed a QPC protocol. However, by means of
intercept-resend attack[10] one can retrieve another’s
secret information,[9] due to the fact that the posi-
tions of detecting particles or the measurement basis
in the eavesdropping check phase are determined by

the participants. Lin et al.[9] put forward two solu-
tions to avoid this attack, i.e., they let the third party
(TP) determine the positions and the measurement
basis. Liu et al. presented QPC protocols based on
triplet W state,[11] four-particle 𝜒-type state entan-
glement swapping,[12] Bell state[13] and triplet GHZ
state,[14] respectively. Lin et al.[16] and Huang et al.[17]
considered the QPCE protocols under a noise environ-
ment. In general, the existing QPCE protocols have
a semi-honest TP at least to help the two parties (Al-
ice and Bob) to compare the equality of privacy. This
kind of semi-honest TP is called the first kind of TP
in Ref. [20], which executes the protocol loyally and
records all the results of its intermediate computations
while he might try to steal the information from the
record. The TP (the first kind) is thought to be unrea-
sonable by Yang et al.[15] They thought that the first
kind of TP should be replaced by the implementation
of a semi-honest TP (the second kind of TP[20]), which
is allowed to misbehave on its own but cannot conspire
with either of two parties, which is the reasonable as-
sumption for QPC. That is, the second kind of semi-
honest TP cannot be corrupted by others (including
the participants) and cannot learn any valuable in-
formation about participants’ secrets through active
and passive attacks.[15] In addition, QPCE protocols
should satisfy another two principles. First, no matter
whether TP will know the positions of different values
in the information compared or not, he/she will not
be able to know the actual value of the bit. Secondly,
all outsiders and the two players should only know the
result of the comparison (i.e., identical or different),
while not the positions of the different information.[16]
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In most existing QPCE protocols, only two-user
private comparison is implemented simultaneously.
Few QPCE protocols compare privacy of more than
two users simultaneously. Chang et al.[21] proposed a
pioneering QPCE protocol for 𝑛 users, which allows
𝑛 users’ private information to be compared within
one protocol execution, where TP is the first kind of
semi-honest TP. In our protocol, we present a special
attack to the multi-user QPEC protocol, which allows
a semi-honest TP with less constraint (the second kind
of semi-honest TP) to obtain all the private informa-
tion of the users without introducing any disturbance.
The basic idea of this attack is that TP measures the
particles before he/she distributes them to the users.
When the user publishes 𝐶𝑖 (the result of bitwise XOR
the user’s secret and a key obtained by measuring the
particles that TP sent to him) to TP, TP will know
each user’s secret without being found. Furthermore,
we propose the modification scheme to the protocol so
that it can withstand this special attack.

Let us briefly describe the four-user QPCE proto-
col first.

The four-particle GHZ state is shown as follows:

|𝜓±
1 ⟩ =1/

√
2(|0000⟩ ± |1111⟩), |𝜓±

2 ⟩
=1/

√
2(|0001⟩ ± |1110⟩),

|𝜓±
3 ⟩ =1/

√
2(|0010⟩ ± |1101⟩), |𝜓±

4 ⟩
=1/

√
2(|0011⟩ ± |1100⟩),

|𝜓±
5 ⟩ =1/

√
2(|0100⟩ ± |1011⟩), |𝜓±

6 ⟩
=1/

√
2(|0101⟩ ± |1010⟩),

|𝜓±
7 ⟩ =1/

√
2(|0110⟩ ± |1001⟩), |𝜓±

8 ⟩
=1/

√
2(|0111⟩ ± |1000⟩). (1)

The four-particle GHZ-like state is shown as follows:

|𝜑±1 ⟩ =1/
√
2(|++++⟩ ± |− − −−⟩),

|𝜑±2 ⟩ =1/
√
2(|+++−⟩ ± |− −−+⟩),

|𝜑±3 ⟩ =1/
√
2(|++−+⟩ ± |− −+−⟩),

|𝜑±4 ⟩ =1/
√
2(|++−−⟩ ± |− −++⟩),

|𝜑±5 ⟩ =1/
√
2(|+−++⟩ ± |−+−−⟩),

|𝜑±6 ⟩ =1/
√
2(|+−+−⟩ ± |−+−+⟩),

|𝜑±7 ⟩ =1/
√
2(|+−−+⟩ ± |−++−⟩),

|𝜑±8 ⟩ =1/
√
2(|+−−−⟩ ± |−+++⟩). (2)

(i) TP prepares 𝑚 four-particle GHZ class states
randomly chosen from the GHZ state |𝜓𝑖⟩1234 or the
GHZ-like state |𝜑𝑖⟩1234, where 𝑖 = 1–8. Then, TP di-
vides these 𝑚 states into four particle sequences, 𝑆A,
𝑆B, 𝑆C and 𝑆D, which are formed by all the first,
second, third and forth particles of these GHZ class
states, respectively. To detect the presence of eaves-
droppers, TP also generates enough detecting photons
randomly in {|0⟩, |1⟩, |+⟩, |−⟩} to form the detecting
sequences (i.e., 𝐷A, 𝐷B, 𝐷C and 𝐷D). TP randomly

mixes the detecting sequences to the four sequences
𝑆A, 𝑆B, 𝑆C and 𝑆D to obtain four new sequences 𝑆′

A,
𝑆′
B, 𝑆′

C and 𝑆′
D. Finally, TP sends the sequences 𝑆′

A,
𝑆′
B, 𝑆′

C and 𝑆′
D to Alice, Bob, Charlie and David, re-

spectively.
(ii) After Alice, Bob, Charlie and David receive

the particle sequences, they preserve the particle se-
quences in short-time quantum registers and send the
acknowledgements to TP. Then, TP and the four users
use the detecting photons to check the security of
their quantum channels. In the procedure of detect-
ing eavesdropping, TP announces the positions and
bases of the detecting sequences. According to the an-
nounced information, Alice, Bob, Charlie and David
can extract 𝐷A, 𝐷B, 𝐷C and 𝐷D from 𝑆′

A, 𝑆′
B, 𝑆′

C

and 𝑆′
D, respectively. Then, they perform the corre-

sponding measurement and return the measurement
results to TP. TP verifies these measurement results
and checks whether eavesdroppers exist in the quan-
tum channels. If the detected error rate exceeds a
predetermined threshold, TP will abort this communi-
cation and restart the protocol. Otherwise, TP moves
to the next step.

(iii) After the procedure of eavesdropping check,
TP announces which state is in the GHZ state and
which is in the GHZ-like state. According to the type
of initial states announced by TP, Alice, Bob, Char-
lie and David can measure every particle of 𝑆A, 𝑆B,
𝑆C and 𝑆D in the corresponding basis, respectively.
That is, if the 𝑖th particle belongs to GHZ state, the
users will measure it in 𝑍-basis (|0⟩, |1⟩); otherwise,
they will measure it in 𝑋-basis (|+⟩, |−⟩). Then, they
decode each measurement result as a classical bit (0
or 1). Here TP and all users pre-agree that the mea-
surement results |0⟩ and |+⟩ are decoded as 0, and |1⟩
and |−⟩ are decoded as 1. Therefore, after measuring
all the particles, Alice (Bob, Charlie and David) can
obtain an 𝑚-bit classical sequence, which is denoted
as 𝐾1 (𝐾2, 𝐾3 and 𝐾4, respectively).

(iv) Alice, Bob, Charlie and David compute 𝐶1 =
𝑀1 ⊕ 𝐾1, 𝐶2 = 𝑀2 ⊕ 𝐾2, 𝐶3 = 𝑀3 ⊕ 𝐾3 and
𝐶4 = 𝑀4 ⊕ 𝐾4, where ⊕ is a bitwise exclusive-OR
operation, and 𝑀𝑖 denotes Alice’s, Bob’s, Charlie’s
and David’s private information, respectively. Then,
Alice, Bob, Charlie and David send 𝐶1, 𝐶2, 𝐶3 and
𝐶4 to TP via the authenticated classical channels, re-
spectively.

(v) TP computes 𝐶𝑖 ⊕ 𝐶𝑗 , and obtains 𝑅(𝑖,𝑗) as
shown in the following, where 𝑖 = 1–3, 𝑗 = 2–4 and
𝑖 ̸= 𝑗,

𝑅(𝑖,𝑗) =𝐶𝑖 ⊕ 𝐶𝑗

=𝑀𝑖 ⊕𝐾𝑖 ⊕𝑀𝑗 ⊕𝐾𝑗

=𝑀𝑖 ⊕𝑀𝑗 ⊕𝐾𝑖 ⊕𝐾𝑗 . (3)

According to the property of GHZ class state, TP can
infer the value 𝐾(𝑖,𝑗) = 𝐾𝑖 ⊕𝐾𝑗 from the initial state
of GHZ state or GHZ-like state without knowing the
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individual values𝐾𝑖 and𝐾𝑗 . TP then obtains𝑀𝑖⊕𝑀𝑗

𝐾(𝑖,𝑗) ⊕𝑅(𝑖,𝑗) =(𝐾𝑖 ⊕𝐾𝑗)⊕ (𝑀𝑖 ⊕𝑀𝑗 ⊕𝐾𝑖 ⊕𝐾𝑗)

= (𝑀𝑖 ⊕𝑀𝑗)⊕ (𝐾𝑖 ⊕𝐾𝑗 ⊕𝐾𝑖 ⊕𝐾𝑗)

=𝑀𝑖 ⊕𝑀𝑗 . (4)

Hence, if all bits in 𝐾(𝑖,𝑗) ⊕𝑅(𝑖,𝑗) are 0, then 𝑀𝑖 and
𝑀𝑗 will be the same. Otherwise, 𝑀𝑖 and 𝑀𝑗 will be
different. In this way, TP can carry out the equal-
ity comparison between an arbitrary pair of users and
hence the private comparison among four users can
be completed within one execution of the QPCE pro-
tocol. The process of multi-user QPCE protocol is
similar to the four-user QPCE protocol, and will not
be described here.

Obviously, in this multi-user QPCE protocol, the
users trust TP almost completely. They think that
TP will carry out the protocol loyally and record all
the results of its intermediate computations. The only
dishonest action they thought of as TP is to steal the
information from the record. However, this assump-
tion of TP is unreasonable.[16] To obtain secrets of the
users, TP may attempt his best, i.e., through active
and passive attacks, if only he/she will not be found
by the users.

We analyze the security of multi-user QPCE proto-
col, and show that if TP measures the particles before
he/she distributes them to the users, when the users
announce 𝐶𝑖 to TP, TP will know each user’s secret
without being found.

In step 1, TP measures 𝑆A, 𝑆B, 𝑆C and 𝑆D with
𝑍-basis or 𝑋-basis according to the GHZ state or the
GHZ-like state TP prepared. Then TP will obtain
classical keys 𝐾1, 𝐾2, 𝐾3 and 𝐾4. Here TP and all
users pre-agree that measurement results |0⟩ and |+⟩
are decoded as 0, and |1⟩ and |−⟩ are decoded as 1.
TP randomly mixes the detecting sequences 𝐷A, 𝐷B,
𝐷C and 𝐷D to the four particle sequences 𝑆A, 𝑆B,
𝑆C and 𝑆D, respectively, and forms four new particle
sequences 𝑆′

A, 𝑆′
B, 𝑆′

C and 𝑆′
D. TP sends 𝑆′

A, 𝑆′
B, 𝑆′

C

and 𝑆′
D to Alice, Bob, Charlie and David, respectively.

In step 2, after Alice, Bob, Charlie and David re-
ceive 𝑆′

A, 𝑆′
B, 𝑆′

C and 𝑆′
D, they preserve the quantum

states in short-time quantum registers and send the
acknowledgements to TP. Then, they come to the pro-
cedure of detecting eavesdropping; TP announces the
positions and bases of detecting sequences. Accord-
ing to the announced information, Alice, Bob, Charlie
and David extract 𝐷A, 𝐷B, 𝐷C, 𝐷D, perform the cor-
responding measurement and return the measurement
results to TP. TP verifies these measurement results
and checks whether eavesdroppers exist in the quan-
tum channels. Obviously, in the procedure of detect-
ing eavesdropping, the misbehavior of TP that mea-
sures 𝑆A, 𝑆B, 𝑆C and 𝑆D before he/she sends them
to Alice, Bob, Charlie and David will not increase the
probability to abort this communication. That is, Al-
ice, Bob, Charlie and David cannot find the misbe-
havior of TP.

In step 3, TP announces which state is in the GHZ
state and which is in the GHZ-like state. According to
the type of initial states announced by TP, Alice, Bob,
Charlie and David can measure each particle of 𝑆A,
𝑆B, 𝑆C and 𝑆D in the corresponding basis. Then Al-
ice, Bob, Charlie and David will obtain classical keys
𝐾1, 𝐾2, 𝐾3 and 𝐾4, respectively, according to their
pre-agreement (measurement results |0⟩ and |+⟩ are
decoded as 0, and |1⟩ and |−⟩ are decoded as 1).

In step 4, Alice, Bob, Charlie and David compute
𝐶1 = 𝑀1 ⊕ 𝐾1, 𝐶2 = 𝑀2 ⊕ 𝐾2, 𝐶3 = 𝑀3 ⊕ 𝐾3 and
𝐶4 = 𝑀4 ⊕ 𝐾4, where ⊕ is a bitwise exclusive-OR
operation, and 𝑀𝑖 denotes Alice’s, Bob’s, Charlie’s
and David’s private information, respectively. Then
they send 𝐶1, 𝐶2, 𝐶3 and 𝐶4 to TP via the authen-
ticated classical channels, respectively. TP obtains
the private information of Alice, Bob, Charlie and
David by computing 𝑀1 = 𝐶1 ⊕𝐾1, 𝑀2 = 𝐶2 ⊕𝐾2,
𝑀3 = 𝐶3 ⊕𝐾3 and 𝑀4 = 𝐶4 ⊕𝐾4. TP compares the
equality of the private information of the users and
sends the result to the users.

Obviously, in the multi-user QPCE protocol, if we
relax the constraint of TP, the private information of
the users will be totally leaked out to TP.

Up to now, we have proposed a special TP attack,
by which TP obtains the private information of the
users without being found. In fact, such an attack
works only when the users send 𝐶𝑖 to TP individu-
ally. Thus we can make some slight modifications to
the protocols so that they can resist the proposed at-
tack.

In step 4, Alice, Bob, Charlie and David compute
𝐶1 = 𝑀1 ⊕ 𝐾1, 𝐶2 = 𝑀2 ⊕ 𝐾2, 𝐶3 = 𝑀3 ⊕ 𝐾3 and
𝐶4 = 𝑀4 ⊕𝐾4, respectively. Then Alice converts 𝐶1

to particle sequence 𝑆*
A according to the rule that 0

to |0⟩ or |+⟩ randomly and 1 to |1⟩ or |−⟩ randomly.
Alice mixes some detecting photons (random in states
|0⟩, |1⟩, |+⟩, |−⟩) in 𝑆*

A. By carrying this out, Alice
forms new sequence 𝑆*′

A . Alice sends 𝑆*′

A to Bob.
(1) After Bob receives 𝑆*′

A , Alice publishes the
bases and positions of detecting photons. Bob extracts
detecting photons and measures them, if the QBER is
lower than a threshold they continue to carry out the
protocol, otherwise they terminate it. Similar to Alice
and Bob, Charlie forms new sequence 𝑆*′

C and sends
it to David.

(2) Alice (Charlie) announces the basis of 𝑆*
A (𝑆*

C),
Bob (David) measures 𝑆*

A (𝑆*
C) with 𝑍-basis or 𝑋-

basis and obtains 𝐶1 (𝐶3). Bob (David) computes
𝐶1 ⊕ 𝐶2 = 𝐶AB (𝐶3 ⊕ 𝐶4 = 𝐶CD).

Notice that here Bob (David) cannot infer 𝐾1 from
𝐾2 (𝐾3 from 𝐾4), therefore Bob (David) cannot infer
𝑀1 from 𝐶1 (𝑀3 from 𝐶3).

Bob and David publish 𝐶AB (𝐶AB = 𝐶1⊕𝐶2) and
𝐶CD (𝐶CD = 𝐶3 ⊕ 𝐶4), respectively.

TP compares the equality of their privacy.

𝐶AB = 𝐶1 ⊕ 𝐶2 =𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2, (5)
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𝑀1 ⊕𝑀2 = 𝐶AB ⊕𝐾1 ⊕𝐾2, (6)

due to the fact that TP knows 𝐶AB and the result of
𝐾1⊕𝐾2, TP can compare the equality of 𝑀1 and 𝑀2.

Similarly, TP can compare the equality of 𝑀3 and
𝑀4 according to 𝑀3 ⊕𝑀4 = 𝐶CD ⊕𝐾3 ⊕𝐾4.

If Alice and Charlie want to know the equality of
their privacy, Alice will send 𝑆*′

A to Charlie. Charlie
publishes 𝐶AC (𝐶AC = 𝐶1 ⊕ 𝐶3). TP can compare
the equality of 𝑀1 and 𝑀3 according to 𝑀1 ⊕𝑀3 =
𝐶AC ⊕𝐾1 ⊕𝐾3.

TP is assumed to be semi-honest, that is, TP will
not conspire with any other one. Therefore, we con-
sider only the situation that TP attacks actively or
passively on his/her own. The possible attack TP
may perform is that TP measures each particle before
he/she sends them to Alice, Bob, Charlie and David.
By carrying this out, TP can obtain 𝐾1, 𝐾2, 𝐾3 and
𝐾4. After Bob and David publish 𝐶AB = 𝐶1⊕𝐶2 and
𝐶CD = 𝐶3 ⊕𝐶4, by computing 𝐶1 ⊕𝐶2 ⊕𝐾1 ⊕𝐾2 =
𝑀1 ⊕ 𝐾1 ⊕ 𝑀2 ⊕ 𝐾2 ⊕ 𝐾1 ⊕ 𝐾2 = 𝑀1 ⊕ 𝑀2 and
𝐶3⊕𝐶4⊕𝐾3⊕𝐾4 =𝑀3⊕𝐾3⊕𝑀4⊕𝐾4⊕𝐾3⊕𝐾4 =
𝑀3⊕𝑀4, TP can only obtain 𝑀1⊕𝑀2 and 𝑀3⊕𝑀4.
Therefore, even if TP measures each particle before
he/she sends them to Alice, Bob, Charlie and David,
TP cannot obtain the secret of the participants.

First of all, the users will not conspire with other
users to risk giving the private information away them-
selves. Therefore, Alice, Bob, Charlie and David will
not tell anyone about their measurement results in
step 3, which will lead to the leakage of their keys
𝐾1, 𝐾2, 𝐾3 or 𝐾4. The way Bob conspires with
David is that David tells Bob 𝐶3 and Bob tells David
𝐶1. If Bob colludes with David, Bob tells David 𝐶1

and David tells Bob 𝐶3 in secret. Then after Bob
and David publish 𝐶AB (𝐶AB = 𝐶1 ⊕ 𝐶2) and 𝐶CD

(𝐶CD = 𝐶3 ⊕ 𝐶4), both Bob and David know 𝐶1, 𝐶2,
𝐶3 and 𝐶4, however which will not lead to leakage of
private information of any users, as is shown in Eq. (7).
That is, the conspiracy attack among participants will
not succeed,

𝐶1 ⊕ 𝐶2 ⊕𝐾1

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝐾1

=𝑀1 ⊕𝑀2 ⊕𝐾2,

𝐶1 ⊕ 𝐶2 ⊕𝐾2

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝐾2

=𝑀1 ⊕𝑀2 ⊕𝐾1,

𝐶2 ⊕ 𝐶3 ⊕𝐾2

=𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝐾2

=𝑀2 ⊕𝑀3 ⊕𝐾3,

𝐶3 ⊕ 𝐶4 ⊕𝐾4

=𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4

=𝑀3 ⊕𝑀4 ⊕𝐾3,

𝐶3 ⊕ 𝐶4 ⊕𝐾3

=𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾3

=𝑀3 ⊕𝑀4 ⊕𝐾4,

𝐶1 ⊕ 𝐶4 ⊕𝐾4

=𝑀1 ⊕𝐾1 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4

=𝑀1 ⊕𝑀4 ⊕𝐾1,

𝐶1 ⊕ 𝐶2 ⊕ 𝐶3 ⊕𝐾2

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝐾2

=𝑀1 ⊕𝑀2 ⊕𝑀3 ⊕𝐾1 ⊕𝐾3,

𝐶2 ⊕ 𝐶3 ⊕ 𝐶4 ⊕𝐾2

=𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾2

=𝑀2 ⊕𝑀3 ⊕𝑀4 ⊕𝐾3 ⊕𝐾4,

𝐶1 ⊕ 𝐶2 ⊕ 𝐶4 ⊕𝐾2

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝑀4 ⊕𝐾4 ⊕𝐾2

=𝑀1 ⊕𝑀2 ⊕𝑀4 ⊕𝐾1 ⊕𝐾4,

𝐶1 ⊕ 𝐶3 ⊕ 𝐶4 ⊕𝐾4

=𝑀1 ⊕𝐾1 ⊕𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4

=𝑀1 ⊕𝑀3 ⊕𝑀4 ⊕𝐾1 ⊕𝐾3,

𝐶1 ⊕ 𝐶2 ⊕ 𝐶4 ⊕𝐾4

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4

=𝑀1 ⊕𝑀2 ⊕𝑀4 ⊕𝐾1 ⊕𝐾2,

𝐶2 ⊕ 𝐶3 ⊕ 𝐶4 ⊕𝐾4

=𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4

=𝑀2 ⊕𝑀3 ⊕𝑀4 ⊕𝐾2 ⊕𝐾3,

𝐶1 ⊕ 𝐶2 ⊕ 𝐶3 ⊕ 𝐶4 ⊕𝐾1

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾1,

=𝑀1 ⊕𝑀2 ⊕𝑀3 ⊕𝑀4 ⊕𝐾2 ⊕𝐾3 ⊕𝐾4,

𝐶1 ⊕ 𝐶2 ⊕ 𝐶3 ⊕ 𝐶4 ⊕𝐾4

=𝑀1 ⊕𝐾1 ⊕𝑀2 ⊕𝐾2 ⊕𝑀3 ⊕𝐾3 ⊕𝑀4 ⊕𝐾4 ⊕𝐾4,

=𝑀1 ⊕𝑀2 ⊕𝑀3 ⊕𝑀4 ⊕𝐾1 ⊕𝐾2 ⊕𝐾3. (7)

Individual attack means performing attack by
their own without conspiring with others. Bob
(David) cannot perform an individual attack although
he knows 𝐶1 (𝐶3), due to the fact that he does not
know 𝐾1 (𝐾3). If Bob (David) intercepts and mea-
sures particles when TP sends particle-1 sequence
(particle-3 sequence) to Alice (Charlie), due to the
fact that the bases and positions of detecting photons
in each particle sequence is controlled by TP, he will
be found by TP in eavesdropping detection, and the
protocol will be stopped.

The outside eavesdropper Eve cannot obtain the
secret of the participants. First, if Eve intercepts and
measures particles when TP distributes the particle
sequence to the participants, Eve will be found by
TP in eavesdropping detection. Therefore, Eve can-
not obtain 𝐾1, 𝐾2, 𝐾3 or 𝐾4. Secondly, Eve cannot
obtain any useful information from 𝐶BA = 𝐶1 ⊕ 𝐶2

and 𝐶DC = 𝐶3 ⊕𝐶4, due to the fact that 𝐾1, 𝐾2, 𝐾3

and 𝐾4 are real random numbers, 𝐶1, 𝐶2, 𝐶3 and 𝐶4

are the results of one-time pad of 𝑀1, 𝑀2, 𝑀3 and
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𝑀4, respectively.
In summary, we have presented a special TP at-

tack to the multi-user QPCE protocol, which allows a
semi-honest TP with less constraint to obtain all the
private information of the users without introducing
any disturbance. The basic idea of this attack is that
TP measures the particles before he/she distributed
them to the users, when the users announce 𝐶𝑖 to TP,
TP will know each user’s secret without being found.
Furthermore, we propose the modification scheme to
the protocols so that they can withstand this special
attack.
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